WTH is Reachability analysis

Path to 0 real critical — Shave off 90% of our vulnerabilities
with reachability analysis
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SSSSSSSS Francesco Cipollone, Co-Founder Phoenix Security, fc@phoenix.security
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l've seen things you people
wouldn't believe.

MOVIECLIPS com



Warning

WARNINGA

MAY SPONTANEOUSLY

TALK ABOUT
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About Francesco
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Francesco Cipollone CsAuK

CEO & Co-Founder Security Phoenix, Board CSAUK P HSE%UEF NIX ™ LONDON

I'm a appsec passionate and have been a CISO Advisor, Cybersecurity Cloud Expert.
Speaker, Researcher and Board of Cloud security Alliance UK.
Currently we are working on interesting problem on how to link Application, Security and
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@FrankSec42 Fracipo Linkein Email Website Articles NSC42 LinkedIn

You can argue with people, but you can’t argue with data

Data driven approach can help making compelling arguments
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Intro & Context

Current Scenario : 2015 to today — SLA, Critical, CVSS which one to
choose

P1 - Challenges in prioritization with old metrics

P2 - Prioritizing right — reachability analysis
Reche ability analysis
Container lineage and container throttling

P3 — Bringing all together with risk and attribution
Attributing the right vulnerability to the right team

Conclusion & Q&A
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Context: In 2015 we had fewer security tools, digital &)owask

software supply chain was simpler, and the attack surface ~—
was smaller, so finding fixes was trivial

EXTERNAL ATTACKERS

P Total Number of CVEs:
E 15 K (now 222 K+)

&

INTERNAL INTERNET
ATTACKERS EXPOSURE

- Few scanners /
limited attack surface

- Monolithic software
deployed on premises

APPLICATION
© Phoenix Security 2024
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Context: Today it's becoming impossible to manually o #)owRsp
find which vulnerability to fix next ... when ~—
vulnerabilities are getting exploited in 3 minutes

Total Number of CVEs
Increasing exponentially:

A 280K (vs 6.7k in 2015)
40K vuln last year

Multiple alerts all

A disconnected, multiple
disjointed processes and
reports

Larger software attack
A\ surface built by multiple
teams releasing frequently

\
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OWASP
C | feel your pain & @ @
| ‘

APPLICATIONS

= Alert FATIGUE ~ .

E LIBRARIES _—

APPLICATIONS N 0 c 0 M M 0 N

OEM

DEVELOPERS ENGINEERS

3RD PARTY
™ LIBRARIES

THREAT INTELLIGENCE & CONTEXT

DEVELOPERS

INFRASTRUCTURE
VM/LAPTOPS
CODE _ /
| ]
CODE = CONTAINERS
% CONTAINERS MISCONFIGURATION
APPLICATIONS G
o
EEXxl

CREDENTIALS

CLOUD
WORKLOADS

DEVELOPERS |\

[
wWeB/AP

SECRETS

LIBRARIES
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Vulnerability growth outpaces the ability of defender to react. @DL“HSD@

Automation is the only solution ~—
#CVE
270 538 ** Oﬂ|y 1-10% Oﬂ|y 6% 2 2 O 5 3 8
35% YoY increase of these is actually Security people budget ’
Most Vulnerabilities relevant * feown Trent g
17% **¥)

are Critical - High (58%)* *

LAST YEAR ALONE WE ADDED A RECORD 40K NEW VULN

~% 6.7k

1 k 2005
M 'FIRST / EPSS ““NVD/CVE " UK GOVERNMENT

- STATISTICS -5 ——— -




The Race to a Million vulnerabilities...not that far away

Total CVE over the years 745.7K

800.0K 613.4K

508.4K
424.6K

700.0K

600.0K

500.0K 167.0K

146.9K

128.5K
400.0K

111.2K

300.0K 94.7K
80.0K

73.6K
67.1K

200.0K 59 1K

54.0K
48.7K

44.6K
100.0K e ot
28.5K

21.2K

.6K14.3K
0I<O.3K 1.8K 3.1K 4.8K6.OK

199920002001 2002 2003 2004 2005 2006 2007 2008 2009 201020112012 2013 2014 2015 2016 2017 2018 20192020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

M Total CVE (cumulative  ® Projections (cumulative)
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Market — More code than ever, malicious code generator @ ownasp
accelerate exploitation time to 3 minutes ~—

Data from GitHub reveals that "41% of all code right now is Al

generated," Mostaque remarked. More interestingly,

GitHub CTO
State of Malicious underground LLM to develop malicious code’
Table 1: Malla services and details ( )
voucher
copy
Malicious| Phishing Scam
code email site 14:00 UTC 19:23 UTC
CodeGPT [11] 10 [?)yt'&:s’ic ® O D) No Jailbreak prompts . . . ,
MakerGPT [49] 10 Bytes® ® O O No Jailbreak prompts Jetbrains releases Rapid7 shares a blog, including
FraudGPT [30] €90/month ® ® ® No _ Teamcities 2023.11.4 update proof-of-concept exploitation
WormGPT [79, 80, 83] €109/month o o ), No -
XXXGPT [28, 61, 84] $90/month ° O O Yes | Jailbreak prompts  N—
WolfGPT [77,78] $150 o ® ® No Uncensored LLM
Evil-GPT [26] $10 o o o No Uncensored LLM
DarkBERT [16,17] $90/month ® [ O No ; 14:539 UTC 19:45 UTC
DarkBARD [14, 15] $80/month O D) O No -
BadGPT [2,3] $120/month D) L)) D) No Censored LLM Jetbrains publicly discloses Cloudflare observes
BLACKHATGPT [4-6] $199/month o O O No - CVE-2024-27198 attempted exploitation
EscapeGPT [23] $64.98/month o L)) ) No Uncensored LLM
FreedomGPT [32,33] $10/100 messages o D) D) Yes Uncensored LLM
DarkGPT [18, 19] $0.78/50 messages ® D) D) Yes Uncensored LLM \ y
* Bytes is the forum token of hackforums.net; © indicates implicit mention. M . * %
+—13 Minutes™”™ —

*https://arxiv.org/abs/2401.03315 **https://blog.cloudflare.com/application-security-report-
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Qw Do We assess now? R @DLUHSP@
\ ~-g
8 |

|

)

(?41 clmcu. 2 MED,
300 LOWON AN Ill'!llll

USE THE VULNERABLE llllll. g
imgfliip.com -




The Vulnerability Cycle

THE VULNERABIUITY-INDUSTRIAL
VENDORS COMPLEX (@ forresthrazeal

HELPFULLY
SURFACE ~

DELIGHTED
Vy, (°, BURYING DEVS ATTACKERS

NTER THRV
(N OOOO, WITH BUSYWORK ENL

j——’f o7 | By | = acuaL HOLESR
« o IN THE SYSTEM, .

LEADWG TO A

oo _co

MAGICALLY FIND ﬂ"’\;ﬁ l

1 O e m § BREACI—I

@ " (m A
SHOCKED

EX ECUTNES -

WHO'S REALLY BENEFITING HERE ?

) ownsk,

Step 1 - Overload Dev
Step 2 - Pray they catch that 1
vulherability

Step 3 - That 1 vulnerability get
compromised

Step 4 - Shocked Executive, we
asked security to be secure

Step 5 - Overload Team some more
with latest buzzword scanner

Bonus — Executive mention do security
> Security replies fix with SLA



How do we address this problem

\WHY CAN'T:YOU JUST BE SECURE
o B 2 .

-
OUR EXCHANGES
HAS BEEN COMPROMISED .
- = & '

-

4 /

\

"~

| HAVE ALMOST
PATCHED IN TIME

LibCurl Critical HTTP/2 Rapid Reset
Vulnerability Vulnerability - DDOS
‘-

é:\,p/
O/{a o Q\:O /o )
e (o)
% paloalto S P 2a D QN
| TeamCity a0t o

CVE-2024-3400 Palo Alto
Remote code execution

Jet Brain Exploited
Vulnerability

cN

Perfect 10 - Zero Day i‘}) lo Gal CVE-2024-23917 and (‘)
patch expected 14 April CVE-2024-27199

Critical Libcurl Vulnerability &2 10 Vulnerability Spotlight &g

Copyright © 2024 Phoenix Security



The question we try to answer NOW

HOW MANY problems have we
addressed and how quickly

Questions we should be answering

WHO does WHAT where
and how IMPORTANT is it

But really... is it raceable



Part 1 - [dentify what
to fix first IS
COMPLEX



WE ARE FIXING SLOWER THAN ATTACKERS

B Avgerage Time Taken B Avgerage Time Taken

to Expolit to Remediate
350
How fast are you fixing >
&
(=]
S 175
3
£
-
Where vou should focus
y -3 -10

Critical High Medium Low
Severity

Source: Gartne
S0 C
© Phoenix Security 2024



Using SLA is proven 100% unreachable objective

Example of Tracking Team Performance SLAs
Remediation Cycle, lllustrative

B Target
B Current

]
Actual Remedy s
> |
=4
o]
r—
% I
(=]
b
- - o
Objectives > :
£
=]
-
Finance HR Marketing Operations PCl| Server  Other Endpoint FW/Router/
Server Switch
Sourcea: Gartner
e C
Gartner

© Phoenix Security 2024



o #)owRsp
-

Current Flow of vulnerabilities only 1% are exploitable

All CVEs DT Sankey Diagram

Technlcallmpact - partial

Current Focus

Automatable -No

Exploitation - None Known
All CVEs

Technicallmpact - total

Really important to focus on

Automatablesayes

Technlcalimpacddpartial

AriemEERR = ME echnlcallmpacteatota| e

Tecgmca[lmgaetatotal-
ATEOMatableY.eS et achnicaliImpact—partial—
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All Doom and gloom?

There is a light at the end of the tunnel

> Vulnerability ARE NOT fixed on risk objectives

> Vulnerabilities ARE NOT Prioritized or
contextualized

> Vulnerabilities ARE NOT Attributed to the right
team

> Asset inventory still a myth, are you aware what
software runs in your pipeline




Part 1 - Attributing
the right
vulherapility with
right context




Common Root Cause

TOTAL RUNTIME
VULNERABILITIES

TOTAL SOFTWARE
VULNERABILITIES

WITH POC
WITH POC

WITH ACTIVE EXPLOITS
WITH ACTIVE EXPLOITS

WITH FIX

WITH FIX

DEPLOYED IN PROD

RECHEABLE SCALE SET

LIBRARIES SOFTWARE WEB/ API

CLOUD INFRASTRUCTURE CONTAINER

© Phoenix Security 2024



Not all the vulnerabilities require equal attention o @DLUHSD@

e

Total Vulnerabilities
204073 K Bug Bounty Popularity (active 17) 8.33%

4.41% Exploit Available GitHub Exploit (3.9K) 4.41%
9.9 K

GitHub Verified Exploits (0.93K) Q.47 %

0.49% """“"‘1' IE("""’"S CISA KEV (1K) 0.49%

EPSS > 0.7 (688) 0.34%

0.22% Hot Vulnerabhilities GitHub Active Exploit (0.40K) 0.22%
06K/04K

0.01%., WL Externally Visible (0.14) ? 0.2%

Location Critical Application
© Phoenix Security 2024 ‘




Broad

Google ZDP

Zero Days Intelligence

™ ZDP

Targeted CTI

GitHub

Data

Storm

4 )
Packet Popularity Exp|0|tah|||ty Is it exploitable
\_ _/

Reliability

Bug Bounty
Used

Network

Vector Confirmed

Active Exploit

Automatable
Reported

RCE



Prioritization is so 90....

Where you should be focusing

%xing

Stuff vulnerabilities

That NeedS Based on
Actual Exploitation Fixing .
contextual risk

+ Severity

False Low

: Positives Priority
Severity Based

CVSS/Sev from security tools

Direct Output from tools

SAST SCA DAST Pentest

Patching Containers Cloud

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST



~ dPart 2 - Reachapility
and what problem
solve



Phoenix correlates, contextualizes and deduplicates hy
linking together assets using 4 dimensions

APPSEC RISK l
= App Traceability
-0 0 B}
Code ﬂ, @
Reachability CILES CODE  WEB/AP

BUILD APP
INDIRECT -~ DIRECT BUILD APP <« N

| ||
Attribution = I ¢ —
DL W ] - -
- LIBRARIES LIBRARIES BUILT 8., g E
Lineage 1
© £ T BOUGHT
ok c
Traceability —:
Docker/kube file ? § E
(a 4

BUILT
APPS TEAM / PLATFORM

aAttribution

CLOUD
ASSETS

Code/Cloud
Reachability

Attribution "

IAC

Cloud Reachability

SOFTWARE / PRE-FLIGHT OPERATION/ RUNTIME



Container Lineage to Complete the pictures

Libraries that are deployed : fix in the library

& Is Deployed

App 1

ASL component

L
e (B @& &
M __.-": WECIE TE I MALE
B . B Cramairas

© Phoenix Security 2024



Container Deployment Discovering which app is running *H)ownsk

w h e re Discovery Link  Graph @B Table S

W h i C h A p p | i Ca t i O n i S ru n n i n g W h e re ? App 1 Build file Contextual Service Environment Prod

REGISTER/IMAGE

» Create Automatically groups based on deployment patterns E € @ ——(e o
» Use tags or Tracing based on profile deployment

version 1:3:4

REGISTER/IMAGE

1

I

I

I

I

(j)n tainers :
< I
&) [
I

I

I

1

multAqua.example.com/example:latest
version 1:3:4

REGISTER/IMAGE

CDontainers

multAqua.example.com/example:latest
version 1:3:4

Discovery Link Details X

& v HRWebApp

Build files Containers matching Confidence / Precision Level
Suggested Deployemtns (3) , =l
£  Build File 1 N @ | % ~ Service Contextual 1 (50 Containers )
Correlation [ | A nlication = Servios Build Files Contalners Dizcov £+ Build File 2 > @ Container Match 1 10
Score Count Count Asset|
. . G £  Build File 3 > ~ @ Container Match 2 10
2 Default Application — Account through AP 2 300 )
O -
v - 3 @ Container Match 3 10
. : - - £ Build File 4 >
10 Default Application = Dafault Infra Emaranmeant Component 11K 2.2K S s
B @ Container Match 4 10
5 Default Application — Site through API T 11K 28 1 (E)s
@ Container Match 5 10

ltems per page 25 .
v Show all containers

O | & v Service 2 (70 Containers )

O | % v Default Group (unassigned) (70 Containers )

I:: > HRWeb App 2 4

I:: > HR Web App 3 4

I:: > HR Web App 4 71




Real Case Scenario : Deduplicating Contextually Code and
Libraries

Production

Container Register

BE AWARE BUT
IGNORE

= Finance build

. ) PHOENIX N
§ SECURITY <]  Vulnerabilities
Vulnerabilities Findings Group by Location
Dashboard ,

Finding Status Search

Closed Al CVE-2022-1471 Clear All W Filters (1) 12

o
@ Risk Explorer «
v

Assets + Application / Environment (Team: Finance-Fullstack X) Clear all
Select Application or Environment
& External Dependencies
Where 2 Results Export Findings [cv
@ Security v
D Risk 2 T N n T " CVSS/ Discovery Remediation Exploitability Risk Create Ticket / S .
Vulnerabilities ISKY =sel/Socalion ame YPEY  SeverityC  Dayse Days? (EPSS)C  Exception Ticket Status < e
CVE-2022-1471 * Numbs
../ container-fi :0.0.34 > org.yaml:s... | f 0.8 9 N/A 2.1% ~ \
ST @ Assessment Imports 985 e 9.y 2 / @
Issue is higher b ,
application is be[R" ; ” . : ‘ % 2 -
I e8¢ Teams - [:] 085 /\ ../ finance-backend/prod > Arbitrary ...  Fix @ - ‘ A el D D l@‘
multiple times org.yaml:snakeyaml|

(%) Automation v ltems per page: | 100 ~ =2 of 2

7 I\
Anmd

s Integrations «

L Settings +



Real Case Scenario : EPSS vs Static Reachability vs Runtime ~ (%)ownsp
- contextual Reachability —~—g

Network Reachability
analysis and controls
evidence/mitigations

=)
Q
=
]
~3
o)
D
09,
n
[l
D
=

snakeyaml:0.0.34 // snakeyaml:0.0.34 \
\ inan

 Static Reachability _—1—?
X  (code) \

Evidence Vecibr

j - D
1 . . _—p]| fi
) Contextual

e ontainer pre-deployement ReaChablllt -
build fil EPSS evidence

(runtime) vector
Evidence
Vector

Container build Container build Container/Cloud
Scan Image Scan Runtime Scan

[ SCA Scan J [ SAST Code Scan J [ App Build scan

. A * ild fi ’ y % ; 3 .
2022-1471 * Number of branches/build file CVE-2022-1471 * Number of images built CVE-2022-1471 * Number of images stored CVE-2022-1471 * Number of containers running
SCA Library pre flight - FIX HERE
Issue is higher because the
application is being runin a Image risk - Be aware but ignore (issue can't be fixed here)
container that is running Production risk - Be aware but ignore (issue can't be fixed here)

multiple times

© Phoenix Security 2024



Real Case Scenario : Deduplicating Gontextually Code and h *H)ownsk
Libraries ~—

Production

FIX > /f T ™ BE AWARE BUT
\ _— IGNORE
(/ Finan: build \

B Finance build

> fnance App / finance App Controls

"—_)
| \ (—[ Finance Container J
O/S Libraries
snakeyaml:0.0.34 Yo EXte rn al
\\ Finance Container

\[ Finance Container l

Finance App |Id _ ) Reach

J /

[ SCA Scan ] { SAST Code Scan J [ App Build scan flnanc App —> Container Build —//_) finance App/
\ y

Sysdig: 9.8 Critical

Snyk: 6.6 Medium (830) ]
CVSS - Base Score: 9.8 High —— 1 |
CVSS - Base Score: 8.3 High ) =5 =

CVE-2022-1471 * Number of branches/build file CVE-2022-1471 * Number of images built CVE-2022-1471 * Number of imades stored CVE-2022-1471 * Number of cofftainers running

Container pre-deployement

SCA Library pre flight - FIX HERE

Issue is higher because the
application is being runin a
container that is running
multiple times

CVSS - Base Score: 8.3 High

Image risk - Be aware but ignore (issue can't be fixed here)
Production risk - Be aware but ignore (issue can't be fixed here)

660 If externally facu}g\

SS -2%0. 021010000 9.8 /980
Exploit available
RCE

If not statically reachable -> 700 3/
If network raceable 9 (loaded in a container)

> >>

© Phoenix Security 2024


https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?name=CVE-2022-1471&vector=AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H&version=3.1&source=NIST

oW BENEFITS

LIMITATION
A

Code Reach
Reach
Analysis

Analyze
function or
library being

created

Code,

Repo,
Build

Reduce vulnerabilities in
vulnerabillities in
lib/function not used

Complex and per
language

Reachability Analysis of a Vulnerability

Runtime
Reach
Analysis

Test if library
being
In container

Runtime/
Build

Helps identify if the
code is being loaded
container, and which

container

More Intrusive
and intensive In
some Instances
Might require
Pipeline

Integration

Container
Reach
Analysis

Detect if the

container is being

beingloaded

(luster
analysis of
container

Image of the
container is being
beingused in
runtime

Requires
connection to
container

Network
Reach
Analysis

Verify if a
container’ s
library/node

reachable

Coud/
Operation

Helps identify if the
the vulnerability
can be reached
from Remote

Cloud/
Network
reachability
analysis

CTI

Like EPSS
Identify If a

vulnerability is

Is being
exploited

Everywhere

Prioritization of
vulnerabilities
based on
exploitation in

Only works for
network
detectable
Exploits

CTl -
Exploitabi
bilit

Exploit
evidence of
vulnerability

Everywhere

Prioritization of
vulnerabilities
on exploit

Base indicator If
there Is an
exploit in the
wild




Part 2 (cont) -
Container /
Contalner Images /
Running Containers




The question we try to answer NOW

How do we fix / patch containers

Questions we should be answering

- Which container Is active

- What container image Is running
- Who owns It
- Do | fix It In code or In container

base Image? But really is it raceable




X

Container Lineage — Where container come from
How many running containers

Which Application is running Where ?

Asset Details - External

Asset Name
prn:foss:github:null

Asset ID

» Create Automatically groups based on deployment patterns prn:foss:github:null
» Suggest application grouping Asset Type
Container
Teams

external Team, Team Orphan Infra

Q@l) environments

nginx:1.19.3 nging:1.19.3 INST Prod

Qarvierac
SEIVICES

contalner active

Contextual Service Enviranment Prod
AEGISTERIBAGE

10 vers 18 instances “‘ #’ L) OC ‘\e 'Y e
@ G o Security-Phoenix-demol/exploit-CVE-2024-3094:Docke
rfile

multAqua.example.comfedamplelatest RunningCont-y-x-z

REGESTESIMAGE

70 vers Service 2 ROS\,)'\”C‘} TyDC‘

& Container

multAqua.axample. comfexample:latest #

IELE

RunningCont-y-x-2

REGISTERIMAGE

Gras deployment:123 active v1.3 O
@ Service 3 Mon prod

multdqua.example.com/example:latest

< o Sources

@ Import

Copyright © 2024 Phoenix Security @



Container Lineage to Complete the pictures

Libraries that are deployed : fix in the library

Fix Here Fix Here

Camp 1
2
App 1 Comp 2 Repository Build file Ubeary @ Contextual Service Environmeant Prod
2 & & ) % &

ASL component

e (B Q) @

© Phoenix Security 2024



Container Version Throttling

How many active containers do | need to scan?

Keep Last 2 versions

Production

1 NOt In use // / N\ BE AWARE BUT \
> '/ Finan:build \ IGNORE

finance App V 1 5
Fi Contai

—>
e IV ]
V15 O/S Libraries vy 4 TP
J

k
- N Finance Container \[ Fii::c:)C/ontainer
Used 15 times I N\ Citeal 124 ——
P B k j ™ High o | 2024-10-02
| Critical 200
\ \'

91% Reduction of Container Vulnerabilities

Pl

_|—>]{ finance App O Medium 19,072

L Higl 3,701

O Low 2.504
g 4

O Medium 19,896
Container pre-deployement \ ) No Risk 442,286

O Low 2.510
IOTAL 467,179 L) No Risk 15,452

TOTAL 41,759

Container build Container/Cloud
Image Scan Runtime Scan

CVE-2022-1471 * Number of images stored CVE-2022-1471 * Number of containers running

Production risk - Be aware but ignore (issue can't be fixed here)

© Phoenix Security 2024



Part 2 (cont) - Goal




Prioritization is so 90....

Where you should be focusing

%xing

Stuff vulnerabilities

That NeedS Based on
Actual Exploitation Fixing .
contextual risk

+ Severity

False Low

: Positives Priority
Severity Based

CVSS/Sev from security tools

Direct Output from tools

SAST SCA DAST Pentest

Patching Containers Cloud

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST



ANSWERING QUESTION  @)ownsp
-

How many exploitable/\WWeaponizable
How many Vulnerabilities are actually important vulnerability you have

Exploitable Weaponizable Reachable Production Deployed in production

600

Reachable
20

Total Number of Vulnerabilities
822 Weaponizable
400

Exploitable

‘@ Not in production Non Reacheable
1300 580

({e]®
0

No Info

-111
|

© Phoenix Security 2024



PHOENIX BRINGS OUT THE 47+ DIMENSION OF
REACHABILITY

Current Risk Based Context Based Context

Method Method
Method LCUUC I ot (orobability) [

Critical a-10
A
10 A A 10
400-700 | 700-800 400-700 | 700-900
High 7-8.9

Medium 4-6.9

100-400 400-700 700-800 100-400 400-700 F00-900

0-100 100-400 400-700

PoE (probability) Bl Por (probability)

<Vu|nerabi|it_y method from past

Application
Criticality

GAVASN

0-100 100-400 400-700

Info/Low 0.1-3.9

=]
(=}
Y

S

2 >
T =
O @©
5 -2
O —
<€ O

Phoenix 4D Contextual Reachability Risk >

© Phoenix Security 2024



PHOENIX BRINGS OUT THE 4™ DIMENSION OF
REACHABILITY Advanced

Context
Method

PoE (probability)

© Phoenix Security 2024 ‘



Part 2 (cont) -

Communicating
with the rignt
context




From Number of Vulnerabilities to risk objectives
Drive Risk down, Gonnect left to right

e I BUSINESS
[1\ OBJECTIVES
—
|

RISK TARGET

BUSINESS APPLICATIONS OPERATION ENVIRONMENTS

am—— (2

RISK - .

ﬁ__T'M__ﬁ

Divide
conundrum

E ACTIONS
EXxrn
CODE LIBRARY CREDENTIALS WEB/API CONTAINERS 0/s CLOUD INFRASTRUCTURE
jI-Ii ‘-II
DEVELOPERS ENGINEERS

Phoenix Security | 2024 Public



Not all the vulnerabilities require equal attention o *)ownsp

- ’7

Total Vulnerabilities
204073 K ¥ Bug Bounty Popularity (active 17K) 8§.33%

4.41%c Exploit Available GitHub Exploit (9.9K) 4.41%
99K

. T— GitHub Verified Exploits (0.93K) 0.47%
eriiie
0.49% o 1pr - cISAKEV (1K) 0.49%

EPSS > 0.7 (688) 0.349%

0.22% S GitHub Active Exploit (0.40K) 0.22%
0.6K/04K

0.010/0 Asset Criticality Externally Visible (0.14) ? 0.?0/0

Location Critical Application
© Phoenix Security 2024 ‘




Part 3 - Scaling
without an army
Data Driven
Approacn




Phoenix Security translates
Business Risk objectives into
precise actions for engineers

ldentifying with Contextual
Al the best fix to resolution




RISK COMMON LANGUAGE Attack

Code Runtime
Path

Reachability

analysis

FIX AVAILABLE l HOW MANY

USERS
THREAT INTEL

EXPLOITABILITY IMPORTANT
SCORING —

MORE

CONTEXT

© Phoenix Security 2024 ‘



Phoenix brings out the 4t" dimension of reachability

10

GAVASN

=

Current
Method

i
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I——
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0.1-3.9

400-700

100-400

Risk Based
Method

400-700

0-100

100-400

-

700-900
I

400-700

PoE (probability)

Vulnerability method from past

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST
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700-900

400-700

>
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C
O
4+

(o)
O
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o
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Advanced
Context
Method

Application
Criticality

Phoenix 4D Contextual Reachability Risk

Phoenix Security | Client Deck - Public *



Phoenix brings out the 4t" dimension of reachability

Advanced
Context
Method

Application
Criticality

S

2 >
T =
O @©
o -2
O T
< O

PoE (probability)

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST Phoenix Security | Client Deck - Public *



WHERE ARE YOU IN YOUR SOFTWARE SECURITY MATURITY JOURNEY?

SCAN

 Scan

« Web

* Asset

* Pentest

« Excel
spreadsheet

REACT
AD-HOC

React to
Vulnerabilities
Manual Selection
Excel
spreadsheet

MANUAL

PRODUCT SECURITY

MATURITY

AGGREGATION

(aggregated view on risk)

« Aggregate

Deduplicate
SAST/DAST
Pentest/Manual

Manual
Assessments
SLAs

Vulnherability Mhgm

PRIORITIZATION
ATTRIBUTION

* Severity
« Exploitability
« Fix Availability
 Criticality
* Exposure

to Attack
* Risk based

CONTEXTUALIZATION

(contextual code 2 cloud)

« Application

Criticality/ BIA

« Risk based

« Cyber threat

* Deployment

* Business Value

& Quantification

 Criticality & Data
* Exposure

* Risk based

* Vuln Mnhgm

AUTOMATE

AUTOMATION

Auto open ticket
Auto correlate
code to cloud
vulnerabilities
laC to cloud
assets

Auto Attribute
teams and users
Workflows

Auto Asset
Management
Cl/CD feeds
CMDB Feeds

© Phoenix Security 2024
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ACT ON RISK

Risk Based
vulnerabilities
selection
Attribution of
Vulnerabilities
delivered to the
right teams
Vulnerability Fix
Rate

lgnore the wrong

vulnerabilities
SLA & Reaction

MTTR/ MTO
Per Sprint fix

-




Conclusions




SO we solved security right?

There is a light at the end of the tunnel

> Prioritize what matters: exploitable weaponizable

> Application Security + Environment > products and
owWners

> Remove noise with reachability and throttling

> Help dev to focus on remediation: container,
libraries




CONTEXTUALIZE, PRIORITIZE &
ACT ON RISK




;) DUASP

WEBIN Alas

CYBER RISK

DEFENDERS CLUB

\‘ ,PHOENIX {\

URIITY

.‘"-

REACHABILITY ANALYSlaS
AND THE FUTURE OF ASPR

Fireside conversation with James Berthoty

ASPM, CNAPP, Reachability analysis, why they are all
connected and why is the future of application security
actionable considering what you build and where you rus
it so important

@ www.phoenix.security.com 30 October

James Berthoty

®10 AMPST/12AMCT /1PMET/ 5 PM GMT

APPLICATION SECURITY EXPERT
TURNED ANALYSIS @ LATIO TECH



Phoenix Security Unify ASPM & CSPM for a contextual approach?)°V7=k

IDENTIFY PROBLEMS

—

Company Risk Score

Send on Slack J

\

Rt Send via Email

)

| —
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PHOENIX
SECURITY

Phoenix Security Launches World's First Al Contextual Deduplication
{3 Al Based Contextual Deduplication Code to Cloud reduction
of vulnerabilities




Upcoming New Features

G s G ruopuix
Phoenix Security Launches World's First Al Contextual Deduplication
{3 Al Based Contextual Deduplication Code to Cloud reduction

Issue graph

Vulnerability Contextual (e ) of vulnerabilities | -
S D= Al BASED CON

threat intelligence deAdoall

Dynamic correlation
of threat intelligence
from code to cloud

Phoenix

Vulnerability
ey Intelligence

Copyright © 2024 Phoenix Security



Penny for your time (and thoughts)
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LEAVE A REVIEW

TO WIN
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GIFT CARD o

Get a demo today and provide
your feedback

Win an amazon Gift Card
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Building resilient application and cloud security programs

Author Timo Pagel Kane OMO

gﬂ} PHOENIX
SECURITY
Francesco Cipolione DevSecOps Narrraway OSAGIFDE
CEO & Founder  (DSOMM) Security@  Security
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CEO & Founder
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Cyber Risk Defender Club

“PHOENIX
SECURITY

CYBER RISK

Author Timo Pagel Kane oMo
Francesco Cipollone DevSecOps Narrraway OSAGIEDE

CEO & Founder  (DSOMM) Security@ >°ecurnty
Phoenix Security CANVA Architect
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CONTEXTUALIZE, PRIORITIZE &
ACT ON RISK




New Book on metrics that matters

: PHOENIX
SECURITY

SLA ARE DEAD LONG LIVE
SLA DATA DRIVEN APPROACH
ON VULNERABILITIES

SLA are dead long live SLA - a white-paper
on vulnerabilities management and modern
DevSecOps for operational security and
software supply chain

B info@appsecphoenix.com & www.appsecphoenix.com Q, +442031953879

Copyright © 2024 Phoenix Security



Where can you find more

We have whitepapers on vulnerability management prioritization

PHOENIX PHOENIX
SECURITY SECURITY

VULNERABILITY MANAGEMENT

APPLICATION & CLOUD AT SCALE AND THE POWER
SECURITY PROGRAM OF CONTEXT BASED
PRIORITIZATION

Copyright © 2024 Phoenix Security



Cyber Security
& Cloud Podcast

By Francesco Cipollone #CSCP
www.cybercloudpodcast.com > @pOd cast cyber

w @FrankSEC42

www.cvbercloudpodcast.com

sponsored By

L. YPHOENIX
SECURITY



http://www.cybercloudpodcast.com/
https://twitter.com/FrankSEC42
https://twitter.com/FrankSEC42

Appendix — CT|
FIXINg what's more
mportant




Google ZDP

Zero Days
™ ZDP

Github

e )
Packet Popularity Explmtablllty
N /

Storm

Bug Bounty

Network

Vector
Automatable

RCE

Broad

Intelligence

Targeted CTI

Weaponizabl
e

Data

Is it exploitable

Reliability

Used

Confirmed

Active Exploit

Reported



Phoenix GTI - TOP EXPLOITED VENDOR

Number of Verified Explo ts

GitHub Active Explmts
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Vulnerabilities used in ransomware

CISA KEV Data Explorer ) CISA KEV Data Explorer
CISA KEV DATABASE EXPLORATION WITH ENRICHMENT FROM EXPLOITABILITY DATA, EPSS DATA, EXPLOIT AVAILABILITY

* |CISAKEVENTRY T

Vulnerability used in ransomware

#)owRsp

CISA KEV DATABASE EXPLORATION WITH ENRICHMENT FROM EXPLOITABILITY DATA, EPSS DATA, EXPLOIT AVAILABILITY
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Secure| Ty 9 Zyxel 2 PHP
9
8 WordP
3
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Memory
corruption

| SQL Injection
Validation

File

Inclusion

5

Open
Redirect

\ Directory
Traversal

IMPACT OF VULNERABILITIES

Denial of
Service N\

Remote
Code

Execution

Privilege
/ Escalation

Information j
Leakage

ROOT CAUSE

© Phoenix Security 2024

| Authentication
Bypass



o #)owRsp

Buffer Overfiow

VENDOR WITH MOST ZERO
DAY




METHODOLOGIES OF ATTACKS IN ZEROQ DAYS - WEAKNESS

Root Cause : RCE

2023

Remote Code Execution

2024

2022

—__ —— Memory Corruption

\\>___- Information Leak

R — Denial of Service

N\ 3
2021 /

= /‘ g=C =

L
Privilege escalation

N/A

Technical Impact

Source Dest

2023 Memory Corruption

2024 ,
Overflow

Remote Code Execution Vulnerability

Prototype Pollution

2022
SSRF

Sensitive information disclosure

Command Injection
Deserialization of Untrusted Data

Directory traversal

Incorrect Permission Assignment

2021
Out-Of-Bounds Write

Information Disclosure

Heap-based Buffer Overflow

Directory Junction Privilege Escalation
Link Following Privilege Escalation
Uncontrolled Memory Allocation

Missing Check of Message Integrity

Type-Confusion

© Phoenix Security 2024

Link Following Privilege Escalation Vulnerability: N/A




CVE Distribution

» Low
Critical 5 39,
19.3%
Medium -
41.7% CVE Distribution by Type
) SSRF
High e
35 ' 8% ésggé Memory Corruption
?._8% 31.8%
Directory Traversal
7.2%
CVE Distribution by Effect
Sql Injection
Information Leak ;:;51% : ]11.4%

15.6% Code Execution

26.5%

Bypass
9.8%

Denial of Service
34.3%

Privilege Escalation
13.9%
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PHOENIX CTI - MOST USED ATTACK METHODS

TOP EXPLOITS METHODS

3

FortiOSand FortiProxy SSL'VPN credential’exposure Jill

Exchange Server.

ADSelfService Plus S

-
e

L 4

-
S ’

2 /'
—

’

Security Feature Bypass

7
Elevation of Privilege

RCE/ Authentication Bypass

. g
’

-

e

Improper,Privilege Management Vil
Missing Authentication Vulnerability Nl

SSLVPN SMA100
Email Security -,

Arbitrary File Reading Ml

Privilege Escalation
SQL Injection Vil

T HTTP Server. Privilege Escalation Exploit Chain Wil
Server-Side Request Forgery

SMA'100 Series Appliances A
am U /
0" Sta
——— Fortios & S
Collaboration Suite .
I

Internet Communication Manager. (ICM)
VMware Tanzu ——— —
WS02 Spring Cloud

QNAP Zimbra Collaboration Suite
MSRSS Extern;
QNAP, NA'S I IR

Forti0s, FortiProxy, FortiswitchMan ey I

SAP

Server.Path Traversal
||
||

[ ]

o

e

CISA KEV

Remote Code execution

e —

Remote Code execution, Denial of Service
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—e ey s — —

lemote Code execution
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PHOENIX CTI - GITHUB POC — MOST USED METHOD @owAsp

TOP EXPLOITS METHODS Overall NVD

NVD CVE Categories

Denial of Service 22,994

Remote Code Execution 4023

5302, TOTAL CVE




PHOENIX GTl — GITHUB POC — PREVALENT TECHNICAL IMPACT

TOP EXPLOITS IMPACT Overall NVD
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Phoenix Security platform unifies risk across your entire attack
surface

Phoenix Security Insights Cyber Threat Intelligence

Unified Vulnerability
Management

-— 8\ Application Security AppSec

, Phoenix Security Cloud
Phoenix

CISO
VULNERABILITIES
AGGREGATION / DISCOVERY SCANNING / ENRICHMENT DEDUPLICATION / PRIORITIZATION / ACTION / EXCEPTION / REMEDY
ENRICHMENT CONTEXTUALIZATION
APPSEC
DISCOVERY
@ APPSEC POSTURE MANAGEMENT @ CLOUD POSTURE MANAGEMENT g VULNERABILITY MANAGEMENT
DEVSECOPS
PENTEST

THREAT GRC

INTELLIGENCE

CLOUD CLOUD CLOUD
CODE LIBRARY API WEBSITE CONTAINER APP ENDP SERVER
IAC MICONFIG WORKLOADS

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST
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Po STU RE MANAG EM ENT EXtended Surface S Management OGPI\/D @ DLLJHSD@
' ASPM " Correlation of asset across domains (library from SCA
and container) ‘
RBVM

Cloud Based

Team performance tracking/ Attribution/ Traceability Vulnerability Management

EXTENDED SURFACE POSTURE MANAGEMENT XSPM

Secure Runtime, Application

in one view empowering business to make risk based decision actionable from engineers / developers

ASPM Application Posture EASM External Attack Surface Risk Based Vulnerability CSPM doud Seaurity Posture
management Management Management Management
Priorttize fixable doud native application/ scanningand Scanyour external attadk surface and carrelatewith . N o Prioritize internal vulnerablity inthe doudand areate
.|c.>pl o = o . Manace internal vulnerahility with risk based prioritization : v
recheablity internal surface internal/externdl attack surface
i Aggregation of multiple assets classes g Correlation and contextualisation of internal and i o o . I y .
Prioritize vulnerability using threat intelligence Traceability of applicaiton to cloud deployment
I Deduplicate/ Correlate/Prioritize assets and external
vulnerabilities d Threat intelligence and prioritization of the L Aggregate asset dasses and extract insight across I Conceptual segmentation of production
i Attribution of team to code vulnerabilities multiple sources i
_ . o . _ Correlate Container and cloud pre-post flight
i Traceability of application to cloud d Correlation with application/deployemnt . Dedupliacte, Correlate, cross domains
{ Prioritization based on deployment [ Correlation with application { Attribution and Application treceability ¥ Transfer insight cross domain (e.g. recheability of an
application
I dentify what's fixable based on the deployment of dentify what's important towork Trace application on prem-doud
deployment of the application on from outside in and correlate threat inel Trace application on doud-doud

and correlate threat inel
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A4

A"

APP
> PHOEN

mw

C
|

Removing Manual work to automate, scale

effectively security teams

DESCRIPTION COST TIME

TOTAL $2,983.00 24h

Export of report/ Vulnerabilities $56.00 30 min O min
Notification to Security professional $3800 20 min 0 min
Analysis of reports by DevSecOps $600.00 320 min 15 min
Perform Vulnerability Assessment $375_00 200 min 15 min
Contact the business owner and assess $375.00 200 min 0 min
the importance of the application )
Research exploitability from different $375.00 200 min 30 min
databases & Calculate Vulnerability Matrix N
Select subset vulnerabilities to execute $338.00 180min O min
across platforms
DevSecOps Follow-up with developers on schedule $713.00 180 min 30 min
*DevSecOps average daily rate 5008, i;d re150Iut|on o:d\;t:’lnesi):::s.
Dev average daily rate  300% b e s
Monitoring resolution of vulnerabilities $113.00 60 min 10 min

& follow up on targets with DevOps Teams

Phoenix Security
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