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Agenda

Intro & Context
Current Scenario : 2015 to today

Vulnerability growth 
Time to remediate 
How we addressing today

Driving to a Higher Maturity
Devops and Devsecops 
Identify what to fix first 
Demystify: attribution, lineage, reachability, attack path

Data Driven approach: Vendor with highest exploitation
Exploit in the wild
Ransomware/ Zero Day

Anatomy of vulnerability: Category and Technical Impact
Prioritizing with data Data Driven approach supply chain

Reduction using intelligence & Context
Risk driven approach

Conclusion & Q&A
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S IMPLE APPCODE

S ERVER O /S

INTERNAL 
ATTACKERS

EX TERN A L A TTA C KERS

ATTACKER SURFACE

APPLIC ATIO N

SERVERS

IN TERN ET  
EX PO SURE

Med

Total Number of CVEs: 
15 K (now 222 K+)

Few scanners / 
limited attack surface

Monolithic software 
deployed on premises

Context: In 2015 we had fewer security tools, digital 
software supply chain was simpler, and the attack surface 
was smaller, so finding fixes was trivial
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APPLICATION

IN FRA/C ON TA
ER

CLOUD

D ATA 3RD PARTY APPLICATION
APPL IC ATION

THREAT 
INTELLIGENCE

IN TER N ET 

C LO UD  AC CO UN TVULNERABILITY

C OD E API/ WEB

EXTER N AL TH REAT 
AC TOR

STATE SPONSOR

IN TER N AL T HR EAT ACT OR

RU N TIME VU LN ER ABIL ITIES

LIBRARIES

L IBRAR IES

APPLICATIONS O /S

SECRETS

O /S

CLOUD VULNERABILITIES
V UL N ERABILITIES

MISCONFIGURATION SEC RET S CREDENTIALSD ATA

C ritical

Total Number of CVEs 
Increasing exponentially:  
220 K (vs 6.7k in 2015) 
while team size has not 
increased

Multiple alerts all 
disconnected, multiple 
disjointed processes and 
reports

Larger software attack 
surface built by multiple 
teams releasing frequently

Context: Today it's becoming impossible to manually 
find which vulnerability to fix next … when 
vulnerabilities are getting exploited in 3 minutes
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THREAT INTELLIGENCE & CONTEXT

LIBRARIES

3RD PARTY 
LIBRARIES

Alert FATIGUE 
No COMMON 
LANGUAGE

BURNOUT

I FEEL YOUR PAIN

=

APPLICATIONS

OEM
SOFTWARE

O/S

APPLICATIONS

APPLICATIONS

API/ WEB

CODE

CODE

LIBRARIES

WEB/API

O/S

CONTAINERS

INFRASTRUCTURE

VM/LAPTOPS

CONTAINERS
MISCONFIGURATION

SECRETS

CREDENTIALS

CLOUD

CLOUD
WORKLOADS

CLOUD
WORKLOADS

I feel your pain

ENGINEERS

ENGINEERS

ENGINEERS

DEVELOPERS

DEVELOPERS

DEVELOPERS
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CONTE XTUALIZE PRIOR IT IZE |   ACT ON RISK TH AT MAT TER S MOST ** NVD/CVE 
STATISTICS

*** UK GOVERNMENT*FIRST / EPSS

6.7k
2015

5k
2005

1k
2000

220,538
2023

Vulnerability growth outpaces the ability of defender to react. 
Automation is the only solution

# CVE 
220,538 **

35%  Y oY  increase

Only 1-10%

of these is actually
relevant *

Most Vulnerabilities 
are Critical - High (58%)**

Only 6%

S ecurity peop le budg et 
(down trend ing  
17%  ***)
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The Race to a Million vulnerabilities…not that far away
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CONTE XTUALIZE PRIOR IT IZE |   ACT ON RISK TH AT MAT TER S MOST

Market – More code than ever, malicious code generator 
accelerate exploitation time to 3 minutes  

*https://arxiv.org/abs/2401.03315

3 Minutes**
**https://blog.cloudflare.com/application-security-report-2024-update/

State of Malicious underground LLM to develop malicious code*

GitHub CTO
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Who is attacking what and where

Reference https://www.mandiant.com/m-trends
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Vulnerability Exploits is on the raise

Reference DBR 23

By 2025 the line will cross
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Assets and Risk, what are your assets, where is your risk? 
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How Do we assess now? 

19
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The Vulnerability Cycle
Step 1 – Overload Dev

Step 2 – Pray they catch that 1 
vulnerability

Step 3 – That 1 vulnerability get 
compromised

Bonus – Executive mention do 
security
Security ask to fix by SLA

Step 4 – Shocked Executive, we 
asked security to be secure

Step 5 – Overload Team some more 
with latest buzzword scanner
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How do we address this problem

22
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HOW MANY problems have we 

addressed and how quickly

The question we try to answer NOW

Questions we should be answering
WHO does WHAT where 

and how IMPORTANT is it



Identify what to fix 
first IS COMPLEX
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CONTE XTUALIZE PRIOR IT IZE |   ACT ON RISK TH AT MAT TER S MOST

MANUAL TRIAGE DOES NOT SCALE

Mid Size 
Organization

SME

1000 Employees

100 Dev

2 Security

1:50 Security to Dev

48 min per team

1000 Dev

5 Security

1:200 Security to Dev

10<min per team

3100 Employees

9h to analyse a vuln 9h to analyse & 
triage a vuln
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=

PCI DSS Fix Medium + = 99% of vulnerabilities

High and Critical = 57.3% 

Fix By CVE vs FIX by Criticality
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WE ARE FIXING SLOWER THAN ATTACKERS

Where you should focus

How fast are you fixing
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Really important to focus on

Current Focus

Current Flow of vulnerabilities only 1% are exploitable
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All Doom and gloom?

32

There is a light at the end of the tunnel

➢Vulnerability ARE NOT fixed on risk objectives
➢Vulnerabilities ARE NOT Prioritized or 

contextualized 
➢Vulnerabilities ARE NOT Attributed to the right 

team
➢Asset inventory still a myth, are you aware what 

software runs in your pipeline
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How do we fix without 
burning out?

Part 1 Attribute the right vulnerability to the right 
team in the right Context

Part 2 Understand which vulnerability needs to be 
addressed first

Part 3 Automate Triage and remediation with 
contextual communication



Part 1  - Attributing 
the right 

vulnerability with 
right context



Phoen i x  Secur i t y    |    CL I ENT DE CK

Phoenix correlates, contextualizes and deduplicates by 
linking together assets using 4 dimensions

Attribution

Code 
Reachability

Lineage

Attribution

App Traceability

Cloud Reachability

• Attribution
• Lineage
• Traceability
• Code/Cloud 

Reachability

Docker/kube file
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Real Case Scenario : Deduplicating Contextually Code and 
Libraries 

BE AWARE BUT

IGNORE

FIX

Live Risk
Pre Live

Where to fix



Part 1 (cont)  -
Communicating 

with the right 
context
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SHIFT LEFT (DevOps/DevSecOps)

• TESTING CODE AS EARLY AS POSSIBLE 
• INTEGRATING CI/CD CHECKS FOR CODE
• THREAT MODELLING, SECURITY BY DESIGN

• RISK BASED REPORTING
• BUSINESS IMPACT ASSESSMENT
• PRIORITISING, AGGREGATING, COORDINATING 

RESOLUTION

SHIFT UP (Business/GRC)SHIFT DOWN (Business/SecOps)

• AGREEING RISK BASED TARGETS/ APPETITE
• BUSINESS IMPACT ASSESSMENT
• TRANSLATING RISK BASED PROFILES INTO 

ACTIONS FOR DEVELOPERS

SHIFT RIGHT (Operation Security)

• O/S TESTING, IMAGE TESTING
• PEN-TESTING, BLACK/WHITE BOX TESTING
• CLOUD MISCONFIGURATION

Shift Everywhere Connect business Security and Development
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From Number of Vulnerabilities to risk objectives 
Drive Risk down, Connect left to right

RISK TARGET

RISK RISK

DEVELOPERS

CODE LIBRARY CREDENTIALS

BUSINESS APPLICATIONS

BUSINESS 
OBJECTIVES

ENGINEERS

WEB/API

ACTIONS

ACTIONS

ACTIONS

O/SCONTAINERS INFRASTRUCTURECLOUD

1000

OPERATION ENVIRONMENTS

Divide

conundrum



Part 2 – Which 
Vulnerability needs 

to be addressed first
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Location
Asset Criticality

Hot Vulnerabilities

Exploit Available

Total Vulnerabilities
204079 K

CISA KEV (1K)

EPSS > 0.7 (688)

GitHub Exploit (9.9K)
Bug Bounty Popularity (active 17K) 

9.9 K
4.41%

0.34%
0.6 K / 0.4 K

0.22%

4.41%

0.01%

0.49%

8.33%

Not all the vulnerabilities require equal attention

GitHub Verified Exploits (0.93K) 0.47%

GitHub Active Exploit (0.40K) 0.22%

Verified Exploits
1 K

0.49%

Externally Visible (0.14)  ?
Critical Application 0.?%



Zero Days

Popularity

Automatable Active Exploit

Is it exploitable

Intelligence

Broad

Targeted CTI

Exploitability

Network 
Vector

RCE

Github

Bug Bounty

Packet 
Storm

Data

Reliability

Google ZDP

TM ZDP

Confirmed

Reported

Used



Not all the critical 
are critical

Not all the source 
are good sources
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Phoenix CTI - TOP EXPLOITED VENDOR

GitHub Active Exploits Number of Verified Exploits
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Vulnerabilities used in ransomware 

53
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VENDOR WITH MOST ZERO DAY

RCE

Buffer Overflow
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PHOENIX CTI - MOST USED ATTACK METHODS

CISA KEVTOP EXPLOITS METHODS



Anatomy of 
vulnerability
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CATEGORY OF EXPLOITSIMPACT OF VULNERABILITIES
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PHOENIX CTI – GITHUB POC – MOST USED METHOD

Overall NVDTOP EXPLOITS METHODS
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PHOENIX CTI – GITHUB POC – PREVALENT TECHNICAL IMPACT

Overall NVDTOP EXPLOITS IMPACT



Part 3 - Scaling 
without an army 

Data Driven 
Approach
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Phoenix Security translates 
Business Risk objectives into 
precise actions for engineers 

Identifying with Contextual 
AI the best fix to resolution

VISION

Business

Security
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RISK COMMON LANGUAGE
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PHOENIX BRINGS OUT THE 4TH DIMENSION OF RISK

Simple Probability
Internal/External
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PRO D U C T SEC URITY  

M A TURITY

WHERE ARE YOU IN YOUR SOFTWARE SECURITY MATURITY JOURNEY?

MANUAL AUTOMATE

AGGREGATION

(aggregated view on risk)

• Aggregate

• Deduplicate

• SAST/DAST

• Pentest/Manual 

• Manual 

Assessments

• SLAs

• Vulnerability Mngm

REACT 

AD-HOC

• React to 

Vulnerabilities

• Manual Selection

• Excel 

spreadsheet

SCAN

• Scan

• Web

• Asset

• Pentest

• Excel 

spreadsheet

CONTEXTUALIZATION

(contextual code 2 cloud)

• Application 

Criticality/ BIA

• Risk based

• Cyber threat 

• Deployment

• Business Value 

& Quantification

• Criticality & Data 

• Exposure

• Risk based 

• Vuln Mngm

PRIORITIZATION 

ATTRIBUTION

• Severity

• Exploitability

• Fix Availability

• Criticality 

• Exposure 

to Attack

• Risk based 

AUTOMATION

• Auto open ticket

• Auto correlate 

code to cloud 

vulnerabilities

• IaC to cloud 

assets

• Auto Attribute 

teams and users

• Workflows

• Auto Asset 

Management 

• CI/CD feeds

• CMDB Feeds

ACT ON RISK

• Risk Based  

vulnerabilities 

selection

• Attribution of 

Vulnerabilities 

delivered to the 

right teams

• Vulnerability Fix 

Rate 

• Ignore the wrong 

vulnerabilities

• SLA & Reaction

• MTTR/ MTO

• Per Sprint fix



Conclusions
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So we solved security right?

70

There is a light at the end of the tunnel

➢ Shift approach, Who does what where
➢Application Security + Environment > products and 

owners 
➢ Top down approach on risk- focus on real risk
➢ Talk the right language to the right teams
➢ Focus on patterns and fixes instead of raising 

problems
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IDENTIFY PROBLEMS ORGANIZE, PRIORITIZE, CONTEXTUALIZE ACTIONS ON RISK

GRAPH

VISULISATION

VULNERABILITIES LIST SET

TARGET

Push to Jira

Send on Slack

Send via Email

Phoenix Security Unify ASPM & CSPM for a contextual approach
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New Features

75
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Upcoming New Features

76
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Partnership

77

Threat Intelligence Cloud Integrations
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Penny for your time (and thoughts)

Get a demo today and provide 

your feedback 

Win an amazon Gift Card 
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Building resilient application and cloud security programs
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Cyber Risk Defender Club
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New Book on metrics that matters

83
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Where can you find more

84

We have whitepapers on vulnerability management prioritization
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Sponsored By

www.cybercloudpodcast.com
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@FrankSEC42
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CONTEXTUALIZE PRIORITIZE |  ACT ON RISK THAT MATTERS MOST

AGGREGATION / DISCOVERY
SCANNING / ENRICHMENT

ENRICHMENT

DEDUPLICATION / PRIORITIZATION / 

CONTEXTUALIZATION
ACTION / EXCEPTION / REMEDY

APPSEC POSTURE MANAGEMENT CLOUD POSTURE MANAGEMENT VULNERABILITY MANAGEMENT

CLOUD

WORKLOADS

CLOUD 

MICONFIG

CLOUD 

IAC
CONTAINERWEBSITE APPCODE LIBRARY API ENDP SERVER

APPSEC CLOUD INFRA

DISCOVERY

PENTEST

CISO

APPSEC

DEVSECOPS

THREAT 

INTELLIGENCE

GRC

VULNERABILITIES

ASSETS
Application Security AppSec 

Phoenix

Phoenix Security Insights

Phoenix Security Cloud
Unified Vulnerability 

Management

Cyber Threat Intelligence

Phoenix Security platform unifies risk across your entire attack 
surface
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POSTURE MANAGEMENT 
ACROSS X SURFACES E(X)SPM

EXTENDED SURFACE POSTURE MANAGEMENT XSPM

Secure Runtime, Application

in one view empowering business to make risk based decision actionable from engineers / developers

ASPM Application Posture 

management

Prioritize fixable cloud native application/ scanning and 

recheability

Aggregation of multiple assets classes

Deduplicate/ Correlate/Prioritize assets and 

vulnerabilities

Attribution of team to code

Traceability of application to cloud

Prioritization based on deployment

Identify what’s fixable based on the deployment of 

deployment of the application

EASM External Attack Surface 

Management

Scan your external attack surface and correlate with 

internal surface

Correlation and contextualisation of internal and 

external

Threat intelligence and prioritization of the 

vulnerabilities

Correlation with application/deployemnt

Correlation with application

Identify what’s important to work 

on from outside in

Risk Based Vulnerability 

Management

Manage internal vulnerability with risk based prioritization

Prioritize vulnerability using threat intelligence

Aggregate asset classes and extract insight across 

multiple sources

Dedupliacte, Correlate, cross domains

Attribution and Application treceability

Trace application on prem-cloud 

and correlate threat inel

CSPM Cloud Security Posture 

Management

Prioritize internal vulnerability in the cloud and create 

internal/external attack surface

Traceability of applicaiton to cloud deployment

Conceptual segmentation of production

Correlate Container and cloud pre-post flight

Transfer insight cross domain (e.g. recheability of an 

application

Trace application on cloud-cloud 

and correlate threat inel

eXtended Surface Posture Management  (XSPM)

ASPM

RBVM

Cyber Asset Management

Team performance tracking/ Attribution/ Traceability

Correlation of asset across domains (library from SCA 

and container)

Deployment traceability with canaries

Cloud Based 

Vulnerability Management
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Rem o ving  Manual work to autom ate, scale 

effectively security team s 

Phoenix S ecurity
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