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Threat intelligence and attack surface

Product Security & Modern approach on software security and
the evolution of attack surface
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l've seen things you people
wouldn't believe.
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I'm a appsec passionate and have been a CISO Advisor, Cybersecurity Cloud Expert.
Speaker, Researcher and Board of Cloud security Alliance UK.
Currently we are working on interesting problem on how to link Application, Security and
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You can argue with people, but you can’t argue with data

Data driven approach can help making compelling arguments
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Intro & Context
Current Scenario : 2015 to today
Vulnerability growth
Time to remediate
How we addressing today
Driving to a Higher Maturity
Devops and Devsecops
Identify what to fix first
Demystify: attribution, lineage, reachability, attack path
Data Driven approach: Vendor with highest exploitation
Exploit in the wild
Ransomware/ Zero Day
Anatomy of vulnerability: Category and Technical Impact
Prioritizing with data Data Driven approach supply chain
Reduction using intelligence & Context

Risk driven approach
Conclusion & Q&A




Context: In 2015 we had fewer security tools, digital @ oo

software supply chain was simpler, and the attack surface -
was smaller, so finding fixes was trivial

EXTERNAL ATTACKERS

Total Number of CVEs:
a
E 15 K (now 222 K+)

INTERNAL INTERNET

Few scanners /
limited attack surface

ATTACKERS EXPOSURE

Monolithic software
deployed on premises

APPLICATION
© Phoenix Security 2024
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Context: Today it's becoming impossible to manually WG rovoor
find which vulnerability to fix next ... when -
vulnerabilities are getting exploited in 3 minutes

Total Number of CVEs
Increasing exponentially:
220 K (vs 6.7k in 2015)
while team size has not
Increased

Multiple alerts all

A disconnected, multiple
disjointed processes and
reports

Larger software attack
A\ surface built by multiple
teams releasing frequently

\
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| feel your pain

THREAT INTELLIGENCE & CONTEXT
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Vulnerability growth outpaces the ability of defender to react. @) o

Automation is the only solution

#(CVE

E 3
Most Vulnerabilities relevant

are Critical - High (58%)**

220,538 ** Only 1-10% Only 6%

Security people budget
(down trending
L7 % ¥

35% YoY increase of these is actually

5K
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2023
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The Race to a Million vulnerabilities...not that far away

Total CVE over the years

800.0K

700.0K
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0.3K 1.8K 3.1K 4,860
OK

199920002001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

48.7K
44.6K

39.9K
34.2K

28.5K
21.2K
.6K14.3K

M Total CVE (cumulative

B Projections (cumulative)

745.7K

613.4K

508.4K

424.6K
357.3K
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Market — More code than ever, malicious code generator @ oo
accelerate exploitation time to 3 minutes -

Data from GitHub reveals that "41% of all code right now is Al

generated," Mostaque remarked. More interestingly,

GitHub CTO
State of Malicious underground LLM to develop malicious code’
Table 1: Malla services and details f )
voucher
Copy
Malicious| Phishing Scam
code email site 14:00 UTC 19:23 UTC
CodeGPT [11] 10 Bytes” ® O D) No Jailbreak prompts . _ . ,
MakerGPT [49] 10 Bytes® ® O O No Jailbreak prompts Jetbrains releases Rapid7 shares a blog, including
FraudGPT [30] €90/month ® ® ® No ) Teamcities 2023.11.4 update proof-of-concept exploitation
WormGPT [79, 80, 83] €109/month o o ), No -
XXXGPT [28, 61, 84] $90/month ° O O Yes | Jailbreak prompts NN —
WolfGPT [77,78] $150 o ® ® No Uncensored LLM
Evil-GPT [26] $10 o o o No Uncensored LLM
DarkBERT [16,17] $90/month ® [ O No ; 14:539 UTC 19:45 UTC
DarkBARD [14, 15] $80/month O D) O No -
BadGPT [2,3] $120/month D) L)) D) No Censored LLM Jetbrains publicly discloses Cloudflare observes
BLACKHATGPT [4-6] $199/month o O O No - CVE-2024-27198 attempted exploitation
EscapeGPT [23] $64.98/month o L)) ) No Uncensored LLM
FreedomGPT [32,33] $10/100 messages o D) D) Yes Uncensored LLM
DarkGPT [18, 19] $0.78/50 messages ® D) D) Yes Uncensored LLM X y
* Bytes is the forum token of hackforums.net; © indicates implicit mention. M . * %
+—13 Minutes™”™ —

*https://arxiv.org/abs/2401.03315 **https://blog.cloudflare.com/application-security-report-
CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST
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Who is attacking what and where ) oo

Industry Percent of Investigations Initial Infection Vector (When |ldentified)

roancl [ 7. i ishi smcrmw-
Business and Professional Services _ 13.3*
e | 12 -~
Retail and Hospitality _ 8.6™
. ™
- m
Construction and Engineering _ 1.9%
Transportation and Logistics _ 6.2*
Entertainment and Mecdlia _ 4.1%

Utilities 2 1%
Telecommunications 1.7% Most Frequently Seen Vulnerabilities
Energy 1.3*
Other 1.3*
Aerospace and Defense 0.9 Oracle Web

Applications
MOVEit Desktop

Monprofits ()8 Transfer Integrator
. - ' CVE-2023-34342 CVE-2022-21587

Agricultural and Forestry 0.8*

Reference https://www.mandiant.com/m-trends _ _
© Phoenix Security 2024



Vulnerability Exploits is on the raise Y oo

R 201 40r% Gl &l 100 .

Cradentials

NUMBER OF BREACHES

D aferanoed _..._.l.l_.._.:...__.. |. I ‘aade
we2lereniCed CyDerseCUrnr biL! realcls

Ransomware
Phishing

Zero-day Exploits

Exploitwiln
Software Vulnerabilities

Third-Party Vulnerabilities

. o A H F o Network Vulnerabilities
Figure 1. 5elect ways-in enumerations in non-Error,non-Misuse breaches
(n=6.963)
Supply Chain Attacks
_ SQL Injection Attacks
% Credentials Misconfiguration Issues
40% Phishing
By 2025 the line will cross
20%
Exploit vuin
0%
2020 2022 2024

Reference DBR 23 © Phoenix Security 2024
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Assets and Risk, what are your assets, where is your risk?

Appllication Security Envirommental Security
T

IE.

1

————— ———— -
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How Do we assess now?

41 (:IIITI:IL 2 MED,
300 LOW ON AN INTERNAL
APPLICATION THAT DOESN'T o 4

USE THE VULNERABLE LIBRARIES s Sop
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The Vulnerability Cycle

L AR[AN ST TEA ) TRy [ -{V.YPal Step 1 - Overload Dev
vy ey COMPLEX forresthaacl Step 2 - Pray they catch that 1

HELPFULLY Ol
SURFACE /- vulherability
DELIGHTED

/) BURYING DEVS ANACKERS _ T
iy, thg RO WiTh BuSyWORK ENTER THR Step 3 - That 1 vulnerability get

20, \ : compromised

Step 4 - Shocked Executive, we
asked security to be secure

Q _c-&?r
R — ACTUAL HOLES®
o[ Rol o802 Tk ystem . Step 5 - Overload Team some more

LEADWG TO A

goo!_co
MAGICALLY FIND ﬂ"’\F ' with latest buzzword scanner
MORE SECURITY m
SARONIT § BREACH

@ - (Wﬂ A Bonus — Executive mention do

SHOCKE D

ex Ecuruves — SECU I‘itv

Security ask to fix by SLA
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How do we address this problem ~-gy

\WHY CAN'T:YOU JUST BE SECURE
o B 2 .

-
OUR EXCHANGES
HAS BEEN COMPROMISED .
- = & '

\

4 /

"~

CVE-2024-3400 Palo Alto Jet Brain Exploited §

Remote code execution ‘ Vulnerability LibCurl Critical HTTP/2 Rapid Reset
5"7’/0,-, - Vulnerability Vulnerability - DDOS
6(-,'0,70 ' '

&
) ’ ‘\',O/ol-tat.
® ‘on HTTP/2
,/, paloalto \3 . .Updat ' ‘ < Rapid Reset
TeamCity ¢ P o0 =

cN

Perfect 10 - Zero Day i‘}) lo Gal CVE-2024-23917 and (‘)
patch expected 14 April CVE-2024-27199

Copyright © 2024 Phoenix Security
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The question we try to answer NOW

HOW MANY problems have we
addressed and how quickly

Questions we should be answering

WHO does WHAT where
and how IMPORTANT is it

¥
a

23




|[dentify what to fix
first IS COMPLEX




MANUAL TRIAGE DOES NOT SCALE

1000 Employees

100 Dev
2 Security

1:50 Security to Dev

48 min per team

9h to analyse a vuln

1000 Dev

Organization

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST
© Phoenix Security 2024
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3100 Employees

5 Security

1:200 Security to Dev

Mid Size 10<min per team

Oh to analyse &
triage a vuln

e



Fix By CVE vs FIX by Criticality

PCIl DSS Fix Medium + = 99% of vulnerabilities
High and Critical = 57.3%
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WE ARE FIXING SLOWER THAN ATTACKERS -

B Avgerage Time Taken B Avgerage Time Taken

to Expolit to Remediate
350
How fast are you fixing >
&
(=]
S 175
3
£
-
Where vou should focus
y -3 -10

Critical High Medium Low
Severity

source: Gartne
760501 _C
© Phoenix Security 2024



Current Flow of vulnerabilities only 1% are exploitable @ oo

All CVEs DT Sankey Diagram

Technlcalimpact - partial

Current Focus

Altematasle -t

Exploitation - None Known
All CVEs

Technicallmpact - total

Really important to focus on

Automatablefayes’

Technlcalimpacddpartial

AriemEERR = ME echnlcallmpacteatota| e

Tecnmcapmp_aetatotal-
ATEOMatablEY.eS meeTachnicalImpact—partial—
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All Doom and gloom?

There is a light at the end of the tunnel

> Vulnerability ARE NOT fixed on risk objectives

> Vulnerabilities ARE NOT Prioritized or
contextualized

> Vulnerabilities ARE NOT Attributed to the right
team

> Asset inventory still a myth, are you aware what
software runs in your pipeline
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How do we fix without
burning out?

Part 1 Attribute the right vulnerability to the right
team in the right Context

Part 2 Understand which vulnerability needs to be
addressed first

Part 3 Automate Triage and remediation with
contextual communication




Part 1 - Attributing
the right
vulherapility with
right context




Phoenix correlates, contextualizes and deduplicates hy
linking together assets using 4 dimensions

APPSEC RISK l
= App Traceability
-0 0 B}
Code ﬂ, @
Reachability CILES CODE  WEB/AP

BUILD APP
INDIRECT -~ DIRECT BUILD APP <« N

| ||
Attribution = I ¢ —
DL W ] - -
- LIBRARIES LIBRARIES BUILT 8., g E
Lineage 1
© £ T BOUGHT
ok c
Traceability —:
Docker/kube file ? § E
(a 4

BUILT
APPS TEAM / PLATFORM

aAttribution

CLOUD
ASSETS

Code/Cloud
Reachability

Attribution "

IAC

Cloud Reachability

SOFTWARE / PRE-FLIGHT OPERATION/ RUNTIME



Real Case Scenario : Deduplicating Contextually Code and
Libraries

Production

Container Register

BE AWARE BUT
IGNORE

& Finance build

. ) PHOENIX N
§ SECURITY <]  Vulnerabilities
Vulnerabilities Findings Group by Location
Dashboard ,

Finding Status Search

Closed Al CVE-2022-1471 Clear All W Filters (1) 12

o
@ Risk Explorer «
v

Assets + Application / Environment (Team: Finance-Fullstack X) Clear all
Select Application or Environment
& External Dependencies
Where 2 Results Export Findings [cv
@ Security v
D Risk 2 T N n T " CVSS/ Discovery Remediation Exploitability Risk Create Ticket / S .
Vulnerabilities ISKY =sel/Socalion ame YPEY  SeverityC  Dayse Days? (EPSS)C  Exception Ticket Status < e
CVE-2022-1471 * Numbs
../ container-fi :0.0.34 > org.yaml:s... | f 0.8 9 N/A 2.1% ~ \
SENIEEE @ Assessment Imports 985 e 9.y 2 / @
Issue is higher b ,
application is be[RE ; ” . : ‘ % 2 -
[ e8¢ Teams - [:] 085 /\ ../ finance-backend/prod > Arbitrary ...  Fix @ - ‘ A el D D l@‘
multiple times org.yaml:snakeyaml|

(%) Automation v ltems per page: | 100 ~ =2 of 2

7 I\
Anmd

s Integrations «

L Settings +



Part 1 (cont) -

Communicating
with the rignt
context




Shift Everywhere Connect business Security and Development @) rovoon
SH":T DOWN (Business/SecOps) SHIFT UP (Business/GRC) ‘

 AGREEING RISK BASED TARGETS/ APPETITE * RISK BASED REPORTING

 BUSINESS IMPACT ASSESSMENT  BUSINESS IMPACT ASSESSMENT

* TRANSLATING RISK BASED PROFILES INTO * PRIORITISING, AGGREGATING, COORDINATING
ACTIONS FOR DEVELOPERS RESOLUTION

SHIFT I.EFT (DevOps/DevSecOps)

« TESTING CODE AS EARLY AS POSSIBLE
 INTEGRATING CI/CD CHECKS FOR CODE
« THREAT MODELLING, SECURITY BY DESIGN

SH":T RlGHT (Operation Security)

« O/S TESTING, IMAGE TESTING
 PEN-TESTING, BLACK/WHITE BOX TESTING
« CLOUD MISCONFIGURATION

© Phoenix Security 2024



From Number of Vulnerabilities to risk objectives
Drive Risk down, Gonnect left to right

e I BUSINESS
[1\ OBJECTIVES
—
|

RISK TARGET

BUSINESS APPLICATIONS OPERATION ENVIRONMENTS

am—— (2

RISK - .

ﬁ__T'M__ﬁ

Divide
conundrum

E ACTIONS
EXxrn
CODE LIBRARY CREDENTIALS WEB/API CONTAINERS 0/s CLOUD INFRASTRUCTURE
jI-Ii ‘-II
DEVELOPERS ENGINEERS

Phoenix Security | 2024 Public



Part 2 — Which
Vulherabllity needs
to be addressed first




Not all the vulnerabilities require equal attention ) rovoon

- =

Total Vulnerabilities
204073 K ¥ Bug Bounty Popularity (active 17K) 8§.33%

4.41%c Exploit Available GitHub Exploit (9.9K) 4.41%
99K

Verified Exol GitHub Verified Exploits (0.93K) ().479%
0 - g i+
J.89% . Iel pr - CISAKEV (1K) 0.49%

EPSS > 0.7 (688) 0.349%

0.22% S GitHub Active Exploit (0.40K) 0.22%
0.6K/04K

0.01% W Externally Visible (0.14) ? 0.7%

Location Critical Application
© Phoenix Security 2024 ‘




Google ZDP

Zero Days
™ ZDP

Github

e )
Packet Popularity Explmtablllty
N /

Storm

Bug Bounty

Network

Vector
Automatable

RCE

Broad

Intelligence

Targeted CTI

Data

Is it exploitable

Reliability

Used

Confirmed

Active Exploit

Reported



Not all the critical

are critical
Not all the source
are good Sources
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Phoenix GTI - TOP EXPLOITED VENDOR

Number of Verified Exploits

GitHub Active Explmts
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CHAPTER

Vulnerabilities used in ransomware

CISA KEV Data Explorer ) CISA KEV Data Explorer
CISA KEV DATABASE EXPLORATION WITH ENRICHMENT FROM EXPLOITABILITY DATA, EPSS DATA, EXPLOIT AVAILABILITY SECURITY CISA KEV DATABASE EXPLORATION WITH ENRICHMENT FROM EXPLOITABILITY DATA, EPSS DATA, EXPLOIT AVAILABILITY

* |CISAKEVENTRY T

Vulnerability used in ransomware

Apache .
pac Accellion
Oracle 4
GIGABYTE | e Sl rdob _
34 racle OD€ Atlassian
. 7 6
Android -
. 19 oo
Microsoft Apple Citrix
264 20 4
Li Citrix
Inux 12
SugarCRM S
Wireless .
34 " D-Link samsung | Mozilla .
e no|on TSI Apache SonicWall | Fortinet | Mitel | Red Hat
6 5
3 3 3
Tl
. Atl . Veritas | Fortra I-.Ia!nti UBUIzIHm L
NETCEAR QN AP Scrm;:hﬂ.rall taismn Kaieva wioric | [
- - Flastic | Teletk T Vegam | Rails| .. [ umsa | PEAR VMware
. | s | PES
- . 3 T
Cisco VMware Google Zimbra Tenda| anu | "2 o . . . Veritas | Sophos | Dasan ETZU
76 51 48 Pulse | 7oho e 8 - 3 Cisco |Zimbra|D-Link | F5 1 1 1 AR
Secure| Ty 9 Zyxel 2 PHP
9
8 WordP
3
.| Sophos Telerik | Kaseya | Veeam
Red | F5 | Mitel A y Samba | Progess
Arm | IBM Hat| & | @ Palo Alto Networks Zoho . : : 1 1g
E 5 [ Drupal SolarWinds 2
Adobe Fortinet SAP - - ZK
66 44 43 Exim o Jen‘kins ol Framework
5 Buum_ “ . 5;:1: D ruz p a3 I Ap f'l‘ e Lﬁ!JdIﬂJS Prnglress r._.",p:,g._., Papr;'rf_' uk 1 s
oo Alto ireless 1
I\ljelwglrtks Nagios e e o-Linkand . B Q E
. 1
Source: CISA KEV CISA KEV, Research Data - Phoenix » Copyright 2023 Phoenix Security SAP NETGEAR | EXim | @i Sitel:-::re orEsiott | dotCMS | Netwrix
Feel free to use, Mention required

© Phoenix Security 2024
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Buffer Overfiow

VENDOR WITH MOST ZERO DAY




PHOENIX CTI - MOST USED ATTACK METHODS

TOP EXPLOITS METHODS

3

FortiOSand FortiProxy SSL'VPN credential’exposure Jill

Exchange Server.

ADSelfService Plus S

-
e

L 4

-
S ’

2 /'
—

’

Security Feature Bypass

7
Elevation of Privilege

RCE/ Authentication Bypass

. g
’

-

e

Improper,Privilege Management Vil
Missing Authentication Vulnerability Nl

SSLVPN SMA100
Email Security -,

Arbitrary File Reading Ml

Privilege Escalation
SQL Injection Vil

T HTTP Server. Privilege Escalation Exploit Chain Wil
Server-Side Request Forgery

SMA'100 Series Appliances A
am U /
0" Sta
——— Fortios & S
Collaboration Suite .
I

Internet Communication Manager. (ICM)
VMware Tanzu ——— —
WS02 Spring Cloud

QNAP Zimbra Collaboration Suite
MSRSS Extern;
QNAP, NA'S I IR

Forti0s, FortiProxy, FortiswitchMan ey I

SAP

Server.Path Traversal
||
||

[ ]

o

e

‘LONDON

CISA KEV

Remote Code execution

e —

Remote Code execution, Denial of Service

- — -"_/’-- —e——
cation bypass »

— ’_ = i

- o
= ._4_,/". —

—e ey s — —

lemote Code execution
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Anatomy of
vulnerability




Memory
corruption

| SQL Injection
Validation

File 5
Inclusion

IMPACT OF VULNERABILITIES

Denial of
Service N\

Remote

Code
Execution

Privilege
/ Escalation

!
B Open
Redirect

\ Directory
Traversal

Information j
Leakage

CATEGORY OF EXPLOITS

© Phoenix Security 2024
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PHOENIX CTI - GITHUB POC — MOST USED METHOD @)oo

TOP EXPLOITS METHODS Overall NVD

NVD CVE Categories

Denial of Service 22,994

Remote Code Execution 4023

5302, TOTAL CVE
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PHOENIX GTl — GITHUB POC — PREVALENT TECHNICAL IMPACT

TOP EXPLOITS IMPACT Overall NVD

XSS 25,077

Memory Corruption 20,601

94,570,TOTAL'CV,
Overflow;17,234

InputValidation'8414
csrr 5623 |-

Directory;Traversal’4837

SSRF/1281wmm
Open'Redirect'1057 ==

© Phoenix Security 2024



Part 3 - Scaling
without an army
Data Driven
Approacn




Phoenix Security translates
Business Risk objectives into
precise actions for engineers

ldentifying with Contextual
Al the best fix to resolution




RISK COMMON LANGUAGE

WHERE IT IS
(LOCALITY)

FIX AVAILABLE

.

HOW MANY
USERS

THREAT INTEL
HOW

ACCURATE SEVERITY IMPACT
SCORING i

© Phoenix Security 2024 ‘
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PHOENIX BRINGS OUT THE 4™ DIMENSION OF RISK

PoE (probability)

1.2

A
10
Critical 9-10
10 A A w0t
400-700 | 700-800 400-700 | 700-900 5 >
High 7-8.9 52
O O
: N W Q-
g Medium = 4-6.9 5 5 T =
O 2 2
0-100 100-400 | 400-700 0-100 100-400 | 400-700 g0
Info/Low 0.1-3.9
0 > 0 -
. - 0.8 e 1.2
Simple Probability PoE (probability) 0
PoE oy
Internal/External | 08 PoE (probability) 12 0 Exposur
e Application eployment ‘ l l
Criticality Criticality l l i location Location
EPSS CTl Exploitability
Y Y
. Exploit PoC
KYaaponiTed Available Available l i
Y
. Exploit PoC
Weaponized| | o ailable | | Available

© Phoenix Security 2024



WHERE ARE YOU IN YOUR SOFTWARE SECURITY MATURITY JOURNEY?

SCAN

 Scan

« Web

* Asset

* Pentest

« Excel
spreadsheet

REACT
AD-HOC

React to
Vulnerabilities
Manual Selection
Excel
spreadsheet

MANUAL

PRODUCT SECURITY

MATURITY

AGGREGATION

(aggregated view on risk)

* Aggregate

Deduplicate
SAST/DAST
Pentest/Manual

Manual
Assessments
SLAs

Vulnerability Mngm

PRIORITIZATION
ATTRIBUTION

* Severity
« Exploitability
« Fix Availability
 Criticality
* Exposure

to Attack
* Risk based

CONTEXTUALIZATION

(contextual code 2 cloud)

« Application

Criticality/ BIA

« Risk based

« Cyber threat

* Deployment

* Business Value

& Quantification

 Criticality & Data
* Exposure

* Risk based

* Vuln Mnhgm

AUTOMATE

AUTOMATION

Auto open ticket
Auto correlate
code to cloud
vulnerabilities
laC to cloud
assets

Auto Attribute
teams and users
Workflows

Auto Asset
Management
Cl/CD feeds
CMDB Feeds

© Phoenix Security 2024

ACT ON RISK

Risk Based
vulnerabilities
selection
Attribution of
Vulnerabilities
delivered to the
right teams
Vulnerability Fix
Rate

lgnore the wrong

vulnerabilities
SLA & Reaction
MTTR/ MTO

Per Sprint fix




Conclusions




SO we solved security right?

There is a light at the end of the tunnel

> Shift approach, Who does what where

> Application Security + Environment > products and
owners

> Top down approach on risk- focus on real risk

> lalk the right language to the right teams

> Focus on patterns and fixes instead of raising
problems




CONTEXTUALIZE, PRIORITIZE &
ACT ON RISK




Phoenix Security Unify ASPM & CSPM for a contextual approac?

—

Company Risk Score

IDENTIFY PROBLEMS

o Push to Jira J

Send on Slack J

\

g Sendvia Email

)

—

© Phoenix Security 2024




New Features

Phoenix Security Unveils
Groundbreaking Actionable ASPM
with Real-time Contextual

4D Risk Formula

> >
= =
-} o}
< <
o o
= =
o [+ 4
3) 3)

Copyright © 2024 Phoenix Security
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VPHOENIX QPHOENIX
SECURITY SECURITY
Phoenix Security Introduces

Al-Driven Vulnerability Remediation
Campaigns for Enhanced ASPM

Phoenix Security Launches World's First
Risk-Based Actionable Asset

Aggregation Feature:
RISK MAGNITUDE

AUTOMATED ASSET

AGGREGATION goymen patet Aurgmated Campaign
ulnerability Impact Issue B

grouping Analysis Correlation
105 Total Librarie

Risk

nnnnnn

30[{ > Codelink

2.8K

oo000000O®

CONTEXTUAL VULNERABILITY
IDENTIFICATION
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Upcoming New Features

G s G ruopuix
Phoenix Security Launches World's First Al Contextual Deduplication
{3 Al Based Contextual Deduplication Code to Cloud reduction

Issue graph

Vulnerability Contextual (wm ) of vulnerabilities | o
o) mangr Al BASED CONTEXTU,

threat intelligence DEDUPLICATI T

Dynamic correlation
of threat intelligence
from code to cloud

Phoenix

Vulnerability
ey Intelligence
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Partnership

Threat Intelligence Cloud Integrations

PHOENIX SECURITY PARTNERS WITH VULNCHECK . @ (‘}ggcous;m
FOR ADVANCED THREAT INTELLIGENCE o
- 50 ©

&
V 4
e

O
E R

Copyright © 2024 Phoenix Security



Penny for your time (and thoughts)
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LEAVE A REVIEW

TO WIN
AN AMAZON
GIFT CARD o

Get a demo today and provide
your feedback

Win an amazon Gift Card
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Building resilient application and cloud security programs

Author Timo Pagel Kane OMO
Francesco Cipolione DevSecOps Narrraway OSAGIEDE

CEO & F d . Security
BUILDING RESILIENT Proenix Secarity S Architect

APPLICATION AND CLOUD
SECURITY PROGRAMS

Sam Moore  Anuprita Chintan
Vulnerability Patankar Gurjar
Management @ Product Vulnerability

TMOBILE Security @ Management
Ecommerce @ ME&

Company

Chris Hughes
CEO & Founder
ACQUIA
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CYBER RISK

Author Timo Pagel Kane OMO
Francesco Cipollone DevSecOps Narrraway 9SAGIEDE

CEO & Founder  (DSOMM) Security@ >°ecurnty
Phoenix Security CANVA Architect

Sam Moore  Anuprita Chintan
Vulnerability Patankar Gurjar
Management @ Product Vulnerability

TMOBILE Security @ Management
Ecommerce @ ME&

Company

Chris Hughes
CEO & Founder
ACQUIA
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CONTEXTUALIZE, PRIORITIZE &
ACT ON RISK
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New Book on metrics that matters ~-g

PHOENIX
SECURITY

SLA ARE DEAD LONG LIVE
SLA DATA DRIVEN APPROACH
ON VULNERABILITIES

SLA are dead long live SLA - a white-paper
on vulnerabilities management and modern
DevSecOps for operational security and
software supply chain

B info@appsecphoenix.com & www.appsecphoenix.com Q, +442031953879
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Where can you find more

We have whitepapers on vulnerability management prioritization

PHOENIX PHOENIX
SECURITY SECURITY

VULNERABILITY MANAGEMENT

APPLICATION & CLOUD AT SCALE AND THE POWER
SECURITY PROGRAM OF CONTEXT BASED
PRIORITIZATION
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Cyber Security
& Cloud Podcast

By Francesco Cipollone #CSCP
www.cybercloudpodcast.com > @pOd cast cyber

w @FrankSEC42

www.cvbercloudpodcast.com

sponsored By
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http://www.cybercloudpodcast.com/
https://twitter.com/FrankSEC42
https://twitter.com/FrankSEC42

Phoenix Security platform unifies risk across your entire attack
surface

Phoenix Security Insights Cyber Threat Intelligence

Unified Vulnerability
Management

-— 8\ Application Security AppSec

, Phoenix Security Cloud
Phoenix

CISO
VULNERABILITIES
AGGREGATION / DISCOVERY SCANNING / ENRICHMENT DEDUPLICATION / PRIORITIZATION / ACTION / EXCEPTION / REMEDY
ENRICHMENT CONTEXTUALIZATION
APPSEC
DISCOVERY
@ APPSEC POSTURE MANAGEMENT @ CLOUD POSTURE MANAGEMENT g VULNERABILITY MANAGEMENT
DEVSECOPS
PENTEST

THREAT GRC

INTELLIGENCE

CLOUD CLOUD CLOUD
CODE LIBRARY API WEBSITE CONTAINER APP ENDP SERVER
IAC MICONFIG WORKLOADS

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST
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I 0 STU R E M A N A G EM ENT eXtended Surface Posture Management (XSPM) . LONDON
ASPM # Correlation of asset across domains (library from SCA
and container)
RBVM

Cloud Based

Team performance tracking/ Attribution/ Traceability Vulnerability Management

EXTENDED SURFACE POSTURE MANAGEMENT XSPM

Secure Runtime, Application

in one view empowering business to make risk based decision actionable from engineers / developers

ASPM Application Posture EASM External Attack Surface Risk Based Vulnerability CSPM doud Seaurity Posture
management Management Management Management
Prioritize fixable doud native application/ scanningand Scanyour external attadk surface and carrelatewith Prioritize internal vulnerability inthe doudand areate

Manace internal vulnerahility with risk based prioritization

recheablity internal surface internal /external attadk surface

. Aggregation of multiple assets classes J Correlation and contextualisation of internal and i L o . i 5 .
Prioritize vulnerability using threat intelligence Traceability of applicaiton to cloud deployment

i Deduplicate/ Correlate/Prioritize assets and external

vulnerabilities d Threat intelligence and prioritization of the L Aggregate asset dasses and extract insight across L Conceptual segmentation of production
1 B e e e vulnerabilities multiple sources |

_ , L , _ Correlate Container and cloud pre-post flight
I Traceability of application to cloud . Correlation with application/deployemnt B Dedupliacte, Correlate, cross domains
i Prioritization based on deployment [ Correlation with application ( Attribution and Application treceability ®  Transfer insight cross domain (e.g. recheability of an
application
I dentify what's fixable based on the deployment of Identify what's important towork Trace application on prem-doud
deployment of the application on fromoutside in and correlate threat inel Trace application ondoud-doud

and correlate threat inel
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Removing Manual work to automate, scale

effectively security teams

DESCRIPTION COST TIME

TOTAL $2,983.00 24h

Export of report/ Vulnerabilities $56.00 30 min O min
Notification to Security professional $3800 20 min 0 min
Analysis of reports by DevSecOps $600.00 320 min 15 min
Perform Vulnerability Assessment $375_00 200 min 15 min
Contact the business owner and assess $375.00 200 min 0 min
the importance of the application )
Research exploitability from different $375.00 200 min 30 min
databases & Calculate Vulnerability Matrix N
Select subset vulnerabilities to execute $338.00 180min O min
across platforms
DevSecOps Follow-up with developers on schedule $713.00 180 min 30 min
*DevSecOps average daily rate 5008, i;d re150Iut|on o:d\;t:’lnesi):::s.
Dev average daily rate  300% b e s
Monitoring resolution of vulnerabilities $113.00 60 min 10 min

& follow up on targets with DevOps Teams

Phoenix Security
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