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ü Where we were and are now?
ü Current Challenges
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Total Number of CVEs: 
15 K (now 222 K+)

Few scanners / 
limited attack surface

Monolithic software 
deployed on premises

Context: In 2015 we had fewer security tools, digital 
software supply chain was simpler, and the attack surface 
was smaller, so finding fixes was trivial
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Critical

Total Number of CVEs 
Increasing exponentially:  
220 K (vs 6.7k in 2015) 
while team size has not 
increased

Multiple alerts all 
disconnected, multiple 
disjointed processes and 
reports

Larger  software attack 
surface built by multiple 
teams releasing frequently

Context: Today it's becoming impossible to manually 
ŝūƋĿ ǢŧūĹŧ ǡǋƂƋņƶěķūƂūǅǨ ǅƓ Ǻǧ Ƌņǧǅ ʔ ǢŧņƋ 
vulnerabilities are getting exploited in 3 minutes
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** NVD/CVE 
STATISTICS

*** UK GOVERNMENT*FIRST / EPSS

6.7k
2015

5k
2005

1k
2000

220,538
2023

Vulnerability growth outpaces the ability of defender to react. 
Automation is the only solution

# CVE 
220,538 **

35%  YoY increase

Only 1 -10%

of these isactually
relevant *

Most Vulnerabilities 
areCritical - High (58%)**

Only 6%

Security people budget 
(down trending 
17%  ***)
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Market ʨ More code than ever, malicious code generator 
accelerate exploitation time to 3 minutes  

*https://arxiv.org/abs/2401.03315

3 Minutes**
**https://blog.cloudflare.com/application-security-report-2024-update/

State of Malicious underground LLM to develop malicious code*

GitHub CTO
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Who is attacking what and where

Reference https:// www.mandiant.com /m-trends
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Vulnerability Exploits is on the raise

Reference DBR 23

By 2025 the line will cross



Bridging the gaps 
appsec and 

environment
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CONTEXTUALIZE PRIORITIZE |  ACT ON RISK THAT MATTERS MOST

Phoenix correlates, contextualizes and deduplicates by 
linking together assets using 4 dimensions

Attribution

Code 
Reachability

Lineage

Attribution

App Traceability

Cloud Reachability

Å Attribution
Å Lineage
Å Traceability
Å Code/Cloud 

Reachability

Docker /kube file R
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Scaling without an 
army 

Data Driven 
Approach
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Assets and Risk, what are your assets, where is your risk? 
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Business Context
Ownership, 
Criticality
Data, PII

Service
Website

API
Deployed Application

Application
SCA, Software, Libraries, SBOM

Dependencies, API, Website

Platform
Kubernets, Containers, VMs

Compute
Servers, OS, Processes, Storage

Cloud
Networks, Zones, Regions

Code - Application Security / ASPM + ENVIRONMENT- Rumtime



Line of 
communication
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Line of communication are blurred, and attribution is king
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Real Case Scenario : Deduplicating Contextually Code and 
Libraries 

BE AWARE BUT

IGNORE

FIX

Live RiskPre Live Risk

Where to fix
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Real Case Scenario : EPSS vs Static Reachability vs 
Runtime/Contextual Reachability

EPSS evidence 

vector

Contextual 

Reachability 
(runtime)
Evidence 

Vector

Static Reachability 

(code)
Evidence Vector

Controls

Network 

Reachability 
analysis and 
controls 

evidence/mitigations 
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PHOENIX BRINGS OUT THE 4TH DIMENSION OF RISK

Simple Probability
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CONTEXTUALIZE PRIORITIZE |  ACT ON RISK THAT MATTERS MOST

SHIFT LEFT (DevOps/DevSecOps)

ÅTESTING CODE AS EARLY AS POSSIBLE 
Å INTEGRATING CI/CD CHECKS FOR CODE
ÅTHREAT MODELLING, SECURITY BY DESIGN

ÅRISK BASED REPORTING
ÅBUSINESS IMPACT ASSESSMENT
ÅPRIORITISING, AGGREGATING, COORDINATING 

RESOLUTION

SHIFT UP (Business/GRC)SHIFT DOWN (Business/SecOps)

ÅAGREEING RISK BASED TARGETS/ APPETITE
ÅBUSINESS IMPACT ASSESSMENT
ÅTRANSLATING RISK BASED PROFILES INTO 

ACTIONS FOR DEVELOPERS

SHIFT RIGHT (Operation Security)

ÅO/S TESTING, IMAGE TESTING
ÅPEN-TESTING, BLACK/WHITE BOX TESTING
ÅCLOUD MISCONFIGURATION

Shift Everywhere Connect business Security and Development
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CONTEXTUALIZE PRIORITIZE |  ACT ON RISK THAT MATTERS MOST

From Number of Vulnerabilities to risk objectives 
Drive Risk down, Connect left to right

RISK TARGET

RISK RISK

DEVELOPERS

CODE LIBRARY CREDENTIALS

BUSINESS APPLICATIONS

BUSINESS 
OBJECTIVES

ENGINEERS

WEB/API

ACTIONS

ACTIONS

ACTIONS

O/SCONTAINERS INFRASTRUCTURECLOUD

1000

OPERATION ENVIRONMENTS

Divide

conundrum
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Location
Asset Criticality

Hot Vulnerabilities

Exploit Available

Total Vulnerabilities
204079 K

CISA KEV (1K)

EPSS > 0.7 (688)

GitHub Exploit (9.9K)
Bug Bounty Popularity (active 17K) 

9.9 K
4.41%

0.34%

0.6 K / 0.4 K
0.22%

4.41%

0.01%

0.49%

8.33%

Not all the vulnerabilities require equal attention

GitHub Verified Exploits (0.93K)0.47%

GitHub Active Exploit (0.40K)0.22%

Verified Exploits
1 K

0.49%

Externally Visible (0.14)  ?
Critical Application 0.?%



Prioritization
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Zero Days

Popularity

Automatable Active Exploit

Is it exploitable

Intelligence

Broad

Targeted CTI

Exploitability

Network 
Vector

RCE

Github

Bug Bounty

Packet 
Storm

Data

Reliability

Google ZDP

TM ZDP

Confirmed

Reported

Used
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Stages of triaging

S1 - Bulk

Prioritize vulnerabilities

Automate

Exploitability

Reach 
(network)

Location

Bus 
Criticality

Reachability 
(code)

Attack Path

ExploitabilityActive Bounty

Vector

Easy/Automatable Harder/Manual

False 
Positive

Deferred 
(project)

Bus Rason
FAIR 

Analysis

E
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y
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S2 - Locality

Manual

Is it reachable? Is it critical? Now?

S3 - Bus. S4 ξ INT   Reasons

Automate Automate
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Using SLA is proven 100% unreachable objective

Actual Remedy

Objectives
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SLA Evolution

Severity SLA Exposure SLAMulti Severity SLA Risk Based SLA

Low Maturity

Simple to measure

High Maturity

Complex to Measure

SLA Appetite

Security OKR



SDLC and 
where scanner 

fit
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=Modern security pipeline ʨ Triage point

42



Vuln mngm  
framework

RISK is the answer
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PRODUCT SECURITY APPSEC 

MATURITY

WHERE ARE YOU IN YOUR SOFTWARE SECURITY MATURITY JOURNEY?

MANUAL AUTOMATE

AGGREGATION

(aggregated v iew on risk)

ÅAggregate

ÅDeduplicate

ÅSAST/DAST

ÅPentest/Manual 

ÅManual 

Assessments

ÅSLAs

ÅVulnerability Mngm

REACT 

AD-HOC

ÅReact to 

Vulnerabilities
ÅManual Selection

ÅExcel 

spreadsheet

SCAN

ÅScan

ÅWeb
ÅAsset

ÅPentest

ÅExcel 
spreadsheet

CONTEXTUALIZATION

(contextual code 2 c loud)

ÅApplication 
Criticality/ BIA

ÅRisk based

ÅCyber threat 
ÅDeployment

ÅBusiness Value 

& Quantification
ÅCriticality & Data 

ÅExposure

ÅRisk based 

ÅVuln Mngm

PRIORITIZATION 

ATTRIBUTION

ÅSeverity

ÅExploitability
ÅFix Availability

ÅCriticality 

ÅExposure 
to Attack

ÅRisk based 

AUTOMATION

ÅAuto open ticket

ÅAuto correlate 
code to cloud 

vulnerabilities

ÅIaC to cloud 
assets

ÅAuto Attribute 

teams and users
ÅWorkflows

ÅAuto Asset 

Management 
ÅCI/CD feeds

ÅCMDB Feeds

ACT ON RISK

ÅRisk Based  

vulnerabilities 

selection

ÅAttribution  of 

Vulnerabilities 

delivered to the 

right teams

ÅVulnerability Fix 
Rate 

ÅIgnore the wrong 

vulnerabilities
ÅSLA & Reaction

ÅMTTR/ MTO

ÅPer Sprint fix
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