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Current Challenges
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Context: In 2015 we had fewer security tools, digital ~ FRANCISCO @ Kppsoc

software supply chain was simpler, and the attack surface =
was smaller, so finding fixes was trivial
o Total Number of CVEs:
E ~ 15 K (now 222 K+)

INTERNAL INTERNET
ATTACKERS EXPOSURE

o Few scanners /
~ limited attack surface

l

o Monolithic software
- deployed on premises

PPPPPPPP
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APPLICATION m
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SAN SEPT 23-27 OWASP 2024

Context: Today It's becoming impossible to manuallyrancisco GLOBAL

sudl Atult aNpdnzékabuDK DG A
vulnerabilities are getting exploited in 3 minutes |

Total Number of CVEs
Increasing exponentially:

A 220 K (vs 6.7k in 2015)
while team size has not
increased

Multiple alerts all

A disconnected, multiple
disjointed processes and
reports

Larger software attack
A\ surface built by multiple
teams releasing frequently
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OWASP 2024
GLOBAL
/ AppSec
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SAN SEPT 23-27 OWASP 2024
Vulnerability growth outpaces the ability of defender to ré&etc'sco @ Lot

AppSec
Automation is the only solution ~—
#CVE
Only 1-10% Only 6%
220,538 **
35% YoY increase of these isactually Security people budget 2 2 O ] 5 3
Most Vulnerabilities L e (d %er*:rending 2023
areCritical- High(58%)** Lt =)

4

*FIRST/EPSS  * NVD/CVE ** UK GOVERNMENT
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800.0K
700.0K
600.0K
500.0K
400.0K
300.0K
200.0K

100.0K

0.3K 1.8K 3.1K 4.8k6.0
0K

Ln DG &

21.2K

%6K14.3K

19992000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

80.0K
73.6K
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54.0K
48.7K
44.6K
34.2|§9'gK
28.5K
e s

m Total O/E (aumulative

SAN SEPT 23-27
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Total CVEover the years

424.6K

357.3K

302.9K
258.5K

222.2K
192.1K

167.0K

146.9K
128.5K

111.2K

94.7K

m Projections (cumulative)

745.7K
613.4K
508.4K
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MarkettecMore code than ever, malicious code generator FRANCISCO
accelerate exploitation time to 3 minutes

SAN SEPT 23-27 OWASP 2024
GLOBAL

/ AppSec

-

Data from GitHub reveals that "41% of all code right now is Al

generated," Mostaque remarked. More interestingly,

State of Malicious underground LLM to develop malicious code*

Table 1: Malla services and details

Name Price Functionality w/wo Infrastructure
voucher
copy
Malicious| Phishing Scam
code email site
CodeGPT [11] 10 Bytes” o O L)) No Jailbreak prompts
MakerGPT [49] 10 Bytes” @ O © No Jailbreak prompts
FraudGPT [30] €90/month L ] o No -
WormGPT [79, 80, 83] €109/month L [ 0 No -
XXXGPT [28,61,84] $90/month ® O O Yes Jailbreak prompts
WolfGPT [77,78] $150 o [ [ No Uncensored LLM
Evil-GPT [26] $10 ® o e No Uncensored LLM
DarkBERT [16,17] $90/month o [ O No -
DarkBARD [14, 15] $80/month L)) © O No -
BadGPT [2,3] $120/month © © © No Censored LLM
BLACKHATGPT [4-6] $199/month o O O No -
EscapeGPT [23] $64.98/month o © © No Uncensored LLM
FreedomGPT [32,33] $10/100 messages o © © Yes Uncensored LLM
DarkGPT [18, 19] $0.78/50 messages o © © Yes Uncensored LLM

GitHub CTO

CVE-2024-27198 Vulnerability Timeline | March 4th

14:00 UTC 19:23 UTC

Jetbrains releases
Teamcities 2023.11.4 update

Rapid7 shares a blog, including
proof-of-concept exploitation

14:59 UTC

19:45 UTC

Cloudflare observes
attempted exploitation

Jetbrains publicly discloses
CVE-2024-27198

* Bytes is the forum token of hack forums . net; € indicates implicit mention.

*https://arxiv.org/abs/2401.03315

<+ 3 Minutes** »

**https://blog.cloudflare.com/application-security-report-2024-update/
© Phoenix Secturity 2024




Who is attacking what and where

Global Industries Targeted, 2023

Industry Percent of Investigations

pioancio [ 17.3*
Business and Profassional Sarvices _ 13.3*
Retail and Hospitality _ 8.6™

Healthcare _ 8.1*

o, N

Construction and Engineering _ 7.9%

Transportation and Logistics _ 6.2%
Education _ 5.3%

Entertainment and Media _ 4.1%
Utilities 2.1%
Telecommunications 1.7%
Energy 1.3*
Other 1.3*

Aerospace and Defense ﬂ.‘?“’

Agricultural and Forestry 0.8%

Nonprofits 0.8%

Reference https://www.mandiant.com/m-trends

20

SAN SEPT 23-27 OWASP 2024

FRANCISCO GLOBAL
/ AppSec

Initial Infection Vector

Phishing

%

3 15

Most Frequently Seen Vulnerabilities

Oracle Web
Applications
MOVEit Desktop

Transfer Integrator
CVE-2023-343462 CVE-2022-21587

© Phoenix Secturity 2024



Vulnerability Exploits is on the raise

SAN SEPT 23-27
FRANCISCO

OWASP 2024
GLOBAL
/ AppSec

-

Referenced cybersecurity threads

0 20% 4% B0 &0% 1008
o NUMBER OF BREACHES
Ransomware
Phishing
Zero-day Exploits
Exploit waln
Software Vulnerabilities
Third-Party Vulnerabilities
o = o e B e Network Vulnerabilities
Figure L. Select ways-in en umerations in non-Erfror. non-Misuse breaches
(n=6,963)
Supply Chain Attacks
SQL Injection Attacks
60%

Credentials

Misconfiguration Issues
40%

Phishing

20%

Exploit vuln

2022 2024

Reference DBR 23

By 2025 the line will cross

© Phoenix Secturity 2024



Bridging the gaps
appsec and
environment




Phoenix correlates, contextualizes and deduplicates by .®ApPSec

linking together assets using 4 dimensions

A Attribution

A Lineage

A Traceabillity

A Code/Cloud
Reachability

APPSEC RISK

[
L

Code
Reachability

INDIRECT DIRECT

LIBRARIES LIBRARIES

BUILD
FILES CODE WEB/API

Traceab|I|ty

BUILD APP

<>

BUILT
APP

Docker/kube file

TEAM
Attribution

IAC

Container Image

BUILD APP <

<

OWASP 2024
GLOBAL

-

Running Containers

|

BOUGHT
APPS

o
i

BUILT
TEAM / PLATFORM

CLOUD
ASSETS

SOFTWARE / PRE-FLIGHT

Cloud Reachability
OPERATION/ RUNTIME




| INVESTOR PITCH DECK *

But we must recognize that the process are different™

N Business Critical |
APP SEC BUSINESSAPP2 | b nll
o Attacker Exploiting

Criteria App
Internal only Q

WEB API CODE 3RD PARTY 10 Critical
@ LIBRARIES 10 Medium API/ WEB
APPLICATIONS API/ WEB
\. 3RD PARTY APPLICATIONS
LIBRARIES
( ENVIRONMENT 100 Crice
10 Medium
LIBRARIES CONTAINERS o/s
COTw—
LIBRARIES CONTAINERS o/s
MISCONFI CLOUD CLOUD
GURATION WORKLOADS E
MISCONFI cLoup CLOUD @j
GURATION WORKLOADS
\ BUSINESS OWNERSHIP BUSINESS
OWNERSHIP CONTEXT CONTEXT

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST



Scaling without an
army

Data Driven
Approach




Assets and Risk, what are your assets, where is your risk? @




"LONDON

Prioritization varies depending on the deployment Q

TOTAL RUNTIME
VULNERABILITIES

TOTAL SOFTWARE
VULNERABILITIES

WITH POC
WITH POC

WITH ACTIVE EXPLOITS
WITH ACTIVE EXPLOITS

WITH FIX

WITH FIX
DEPLOYED IN PROD

RECHEABLE

LIBRARIES SOFTWARE WEB/ API CLOUD INFRASTRUCTURE CONTAINER

SCALE SET

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST
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‘ OWASP 2024
@ GLOBAL

AppSec

-

Code Application Security / ASPM + ENVIRONNRMNEiIme

Cloud

Networks, Zones, Regions

Compute

Servers, OS, Processes, Storage

Platform
Kubernets, Containers, VMs

Application

SCA, Software, Libraries, SBOM
Dependencies, API, Website

Service

Website
API
Deployed Application

Business Context
Ownership,

Criticality
Data, Pl

© Phoenix Sectiritv 2024



LIine of
communication




OWASP 2024

Line of communication are blurred, and attribution is king .@2;2225

é ; “Sell security” to CIO/CTO in terms of risk é ;

CISO responsable for Risk Ownership clo/ cro
£

-

Where you run it

What you build

‘Team Finance App




2 2 D " Deqaun 0 DONTE DA E 0 OBA
[ ) [ ) [/ [ [/

ADD O

BE AWARE BUT
IGNORE

] - -

£ ) PHOENIX AL
% SECURITY <J  Vulnerabilities

Vulnerabilities Findings Group by Location
Dashboard

Q Finding Status Search
Risk Explorer « - =
E Closed All CVE-2022-1471 Clear All ¥ Filters (1) (L]
¥ Assets v Application / Environment (‘Team: Finance-Fullstack %) Clear all
Select Application or Environment
.:. External Dependencies v
2 Results Export Findings [

Q

Security v

a [ Risk2 Asset/Location & N ” T . CVSS/ Discovery Remediation Exploitability Risk Create Ticket / s R
erabilitio 2 sset/Location < 2HEN VDE N SeverityC  DaysC Days? (EPSS) ¢ Exception Ticket Status ¢ OUICE
iner- :0.0. > org. Iis... | 9.8 9 N/A 21% - "
@ Assessment Imports 985 / container-finance:0.0.34 > org.yaml:s... Ignore / &)

ation is el T PR (] 985 /N ../ finance-backend/prod > Arbitrary ...  Fix (@) - ‘ N/A 21% )

L]

U i

(#¥) Automation ~ ltems per page: | 100 ~ 1-20f 2

dam

&% Integrations

o ] Settings v




Real Case Scenario : EPSS vs Static Reachability v

Runtime/Contextual Reachability

SAN SEPT 23-27
SRANCISCO

Network
Reachability
analysis and

Production
Container Register
snakeyaml:0.0.34 0 / snakeyaml:0.0.34 \

T Finance build
»)

' 4 Finance build '
» finance App ; ;; finance App

| Static Reachabilit — \

O/S Libraries

Evidence Vector

e

Finance App Build

|

snakeyaml:0.0.34 g ¢
Finance Container
—/

controls

evidence/mitigations

Finance Container

A\

\\ /\_/ T
| 2
[ SCA Scan J ( SAST Code Scan ] [ App Build scan Container Build ? Conte Xtu al
cl::]irjlgleer Container pre-deployement R eac hab | I |1y
(runtime)
Evidence
1 Vector

Container build
Scan

CVE-2022-1471 * Number of images built

Container build
Image Scan

2022-1471 * Number of branches/build file CVE-2022-1471 * Number of images stored

SCA Library pre flight - FIX HERE

Issue is higher because the
application is being runin a
container that is running
multiple times

Image risk - Be aware but ignore (issue can't be fixed here)

Container/Cloud
Runtime Scan

CVE-2022-1471 * Number of containers running

Production risk - Be aware but ignore (issue can't be fixed here)

© Phoenix Secturity 2024

EPSS evidence
vector

OWASP 2024
GLOBAL

/ AppSec
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SAN SEPT 23-27 OWASP 2024
FRANCISCO GLOBAL

PHOENIX BRINGS OUT'CHHEENSION OF RISK ) AppSec

Advanced
Current Risk Based Context Based Context
Method Method Method Method
, o8 PoOE (probability) ,,
s A
V. AT
Critical 9-10 A 4
10 A A ‘ ' 10?1 / A,_j/!‘/.
400-700 | 700-800 400-700 | 700-900 0 < - c
7-89 10 A .9 >
/ 83
)] 100-400 = 400-700 700-800 (9))] 100-400 | 400-700 700-900 ==
) . wn n s e <O
n Medium 4-6.9 S > = é‘
> QO U § § PN | 0
© 0-100 100-400 | 400-700 0-100 100-400 | 400-700 X
Info/Low 0.1-3.9 <O —
(4] > 0 - \)«@
. - 0.8 .- 1.2 0 QO%
Simple Probability PoE (probability) &
Internal/External RoE 08 oy 12 5
PoE (probability) e
Y Y Y Y
e Application eployment] I
EPSS CTI Exploitability Service /‘ env Assel Deployment
Criticali Criticality v v v location Location
EPSS cTl Exploitability
v ! v
: Exploit PoC
e e Available Available l ¢
A 4
Weaponized Exploit PoC

Available Available




OWASP 2024

Shift Everywhefeonnect business Security and Developmen!@i;%éz
SHIFT DOV{\éNsiness/SecOps) SHIFT Ud@usiness/GRC) l

A AGREEING RISK BASED TARGETS/ APPETITE A RISK BASED REPORTING
A BUSINESS IMPACT ASSESSMENT A BUSINESS IMPACT ASSESSMENT

A TRANSLATING RISK BASED PROFILES INTO A PRIORITISING, AGGREGATING, COORDINATING
ACTIONS FOR DEVELOPERS RESOLUTION

——

SHIFT LEEJODS/DGVSGCOpS) SHIFT RIG kd)-l)_eration Security)

A TESTING CODE AS EARLY AS POSSIBLE A O/S TESTING, IMAGE TESTING
A INTEGRATING CI/CD CHECKS FOR CODE A PEN-TESTING, BLACK/WHITE BOX TESTING

A THREAT MODELLING, SECURITY BY DESIGN A CLOUD MISCONFIGURATION

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST
© Phoenix Secturity 2024



From Number of Vulnerabilities to risk objectives qA) i
Drive Risk down, Connect left to right >

g BUSINESS
OBJECTIVES

RISK TARGET

OPERATION ENVIRONMENTS

BUSINESS APPLICATIONS

conundrum L § Risig

CODE LIBRARY CREDENTIALS WEB/API CONTAINERS CLOUD INFRASTRUCTURE

@) ®

DEVELOPERS ENGINEERS

Divide o &
B -

ACTIONS

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST
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SLOW DEFENDER
180-280 days

Average time to fix a vulnerability

¥ Discover

¥ Scan

: ¥ Aggregate

& Triage

' & Correlate

< Prioritize

" ¥ Find Team/ Route

~ ¥ Chase/Follow-Up

I Exception Managment

+ Plan/Schedule

~ ¥ Follow-Up/Chase

¥ Resolve/Rescan

L + Measure

FAST ATTACKER

3-15 days

Average time to exploit a new vulnerability

¥ Discover

|

: ¥ Scan

|

& Prioritize

|

k + Exploit

| ¥ Resolve

weeccccccccsseece )

£



Not all the vuilnerabilities require equal attention ‘@%“f‘é"ez%ﬁ

AppSec

N

Total Vulnerabilities
204079 K Bug Bounty Popularity (active 178.3 3%

4.41¢ Exploit Available GitHub Exploit (9.9k#.41%

9.9 K
GitHub Verified Exploits (0.93Q0.47 %

o Verified Exploits
0.49% - P CISA KEV (10.49%
EPSS > 0.7 (680.34%
0.22% TR o GitHub Active Exploit (0.404).22 %

0.6 K/0.4K

. -
0.01% W Ty Externally Visible (0.14) ~ 0.2%

Location Critical Application |
© Phoenix Secturity 2024



Prioritization




CVE Distribution ()
Low l..

Critical 3%
19.3%
Medium -
41.7% CVE Distribution by Type
. SSRF
High X
36 . 8% (:gngglfg Memory Corruption
7._8% 31.8%
Directory Traversal
7.2%
CVE Distribution by Effect
Sql Injection
Information Leak ;(gi% : jl‘f‘q%

e Code Execution
26.5%

Denial of Service Bypass
9.8%

34.3%

Privilege Escalation
13.9%

© Phoenix Secturity 2024



Broad

Google Z

™ ZDP

Zero Days Intelligence

Targeted C

Github

Data

Packet
Storm

Popularity EXp|0|ta_b||| Is it exploitable

Reliability
Bug Boun
Used

Network

Vector Confirmec

Automatable Active Exploit

Reported

RCE




Stages of triaging &R

AppSec

N ‘
Easy/Automatable Harder/Manual

- S1- Bulk S2- Locality,  S3-Bus., S4¢&INT, Reasons
M

Prioritize vulnerabilities Is It reachable? Is it critical? Now?

Criticalit Positive

|

Exploitability
Active Bounty Exploitability
Vector Location (project)

Reachability Reach
(code) (network)

Easy

Harder

Bus Rason

FAIR ﬂ

Attack Path



OWASP 2024
GLOBAL

AppSec

Using SLA iIs proven 100% unreachable objective ~—

Example of Tracking Team Performance SLAs
Remediation Cycle, lllustrative

W Target
W Current

o
Actual Remedy s
| S
[
a8
5
a
. S
Objective—> §
£
3
=
Finance HR Marketing Operations PCl Server  Other Endpoint FW/Router/
Server Switch
Source: Gartner
160501 C
Gartner

© Phoenix Secturity 2024



SLA Evolution
SLA Appetite

Low Maturity

High Maturity
‘Severity SLAIMulti Severity SLA|  Exposure SLA _

Simple to measure Complex to Measure
\ 4

Security OKR

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST



SDLC and

where scanner
fit




Modern

Issues in one
specific library/
Line of code

Identification of
vulnerable
library/ Syntax
issue

Yes

Complex Traige / Backlog Management

security pipelsiEriage point e st | e
DevSecOps f Modern Appsec
Pure Appsec IT Ops
F 7= 7 = T T
: F r K B’
5 Reporting
Security . (Product and
Scanning 0 Risk)
(automation) E
SAST, SCA, Secret ng;ﬂ?ﬂgf‘ IAST, Web DAST, :| cSPM, CWP, Web DAST, CWF, CSPM, )
Scan, aC Scan/image DAST, Security Test : Dast Web Dast Plspﬂ_rﬂ ;
. anning ]
. Metrics/
5 Y ¥YYVYY scorecard for
0 developers
- Vulnerability
) f r Centralized st
[ . . [ ™ Vulnerability
Plan Code | Build Test r Deploy | Operate & Monitor Managment
- ———— Sprint Vulnerability
E Planning/ Triage
. X
Processes - - ™ s N Security Reporting,
Requirements, Secure Code Review, i « | Technical Controls Pentesting, Bug
standards Rapid Risk Assessment Middieware Red team, | config, WAF, Bounty, Incident
Threat Madelling Rapid Fix Security Libraries assurance . Firewalls Rers;mnse
. . / [ Security Defect
Security training : Managment
Education .
L —— -
Software/Application/Product Context : Environment Context
)
. Backlog for
. - Per Product
. . Backlog * Vuinerability backlog Developars

(No Context)

Remediate / PR
Changes

CONTEXTUALIZE PRIORITIZE |

ACT ON RISK THAT MATTERS MOST
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Vuln mngm
framework
RISK Is the answer




WHERE ARE YOU IN YOUR SOFTWARE SECURITY MATURITY JOURNEY?

Phoenix Security

A PRODUCT SECURITY APPSEC

MATURITY

AGGREGATION

SCAN R EACT (aggregated view on risk)
AD-HOC A Aggregate
A Scan A React to A Deduplicate
2 Web Vulnerabilities A SAST/DAST
Asset A Manual Selection A Pentest/Manual
A Pentest A Excel A Manual
A Excel spreadsheet Assessments
spreadsheet A SLAs
A Vulnerabili
MANUAL

PRIORITIZATION
ATTRIBUTION

A Severity
A Exploitability
A Fix Availability
A Criticality
A Exposure

to Attack
A Risk based

AUTOMATE

CONTEXTUALIZATION

(contextual code 2 cloud)

A Application
Criticality/ BIA

A Risk based

A Cyber threat

A Deployment

A Business Value
& Quantification

A Criticality & Data

A Exposure

A Risk based

A Vuln Mngm

AUTOMATION

A Auto open ticket

A Auto correlate
code to cloud
vulnerabilities

A IaC to cloud
assets

A Auto Attribute
teams and users

A Workflows

A Auto Asset
Management

A Cl/CD feeds

A CMDB Feeds

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST

| INVESTOR PITCH DECK *

ACT ON RISK

A Risk Based
vulnerabilities
selection

A Attribution of
Vulnerabilities
delivered to the
right teams

A Vulnerability Fix
Rate

A Ignore the wrong
vulnerabilities

A SLA & Reaction

A MTTR/ MTO

A Per Sprint fix



Phoenix Security | WEBINARS

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST



