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Warning
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About Francesco

4

Francesco Cipollone
Founder Phoenix Security, Chair CSA UK

I’m a cloud expert and have been a CISO Advisor, Cybersecurity Cloud Expert.  Speaker, 
Researcher and Chair of Cloud security Alliance UK, Researcher and associate to ISC2.

Currently we are working on interesting problem on how to link Application, Security and 

Website Articles NSC42 LinkedIn

Prevent Burnout is key to happy living
Can we scale security to make it more enjoyable?

Email@FrankSec42 Fracipo Linkein

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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Been Warned
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Why do we need it?



3-15 days
Average time to exploit a new 
vulnerability

FAST 
ATTACKER

SLOW 
DEFENDER

40/ 100-150 days
Average time to fix a 

vulnerability

The first challenge … and it’s getting worse
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WHY IS IT IMPORTANT? – MORE ASSETS LESS TIME

2013 defense 
with 2023 attackers 

https://www.gartner.com/document/code/775767

1:4 BREACH DUE TO VULNERABILITY
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2013 2014 2015 2016 2017 2018 2019 2020 2021

How fast are  
you fixing

How fast you 
should be Where you should focus

How fast are you fixing

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
https://www.gartner.com/document/code/775767


© Phoenix Security 2023 11Copyright © 2022 AppSec  Phoenix @FrankSEC42https://uk.linkedin.com/in/fracipohttps://www.phoenix.security

Prioritization is so 90….

Where you are focusing

Where you should be focusing

CVSS/Sev from security tools

Actual 
Exploitation

+ Severity

Fixing 
vulnerabilities
Based on 
contextual risk

SAST SCA DAST Pentest
Patching Containers Cloud

Severity Based

Contextual

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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WHY IS IT IMPORTANT?

34% More Vulnerabilities Every year

10% are actually important
Where you should focus

Where you are focusing

How do you get there? 

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/


THREAT INTELLIGENCE & CONTEXT

3RD PARTY 
LIBRARIES

3RD PARTY 
LIBRARIES3RD PARTY 

LIBRARIES

Who Should fix

What is the most 
urgent?

APPLICATIONS

OEM
SOFTWARE

OEM
SOFTWARE

APPLICATIONS

APPLICATIONS

API/ WEB

CODE

CODE

LIBRARIES O/S

O/S

CONTAINERS

INFRASTRUCTURE
VM/LAPTOPS

ENDPOINTS

MISCONFIGURATION

SECRETSCREDENTIALS

CLOUD

CLOUD
WORKLOADSCLOUD

WORKLOADS
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Needle in a haystack - > But the haystack is on fire

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/


How are we solving 
it so far…
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Security Team Triaging

Threat intelligence & Context

1000

Infra

Containers

Libraries/
SBOM

Cloud

Code

OS

Web API
Code 100

100
10% of 

vulnerabilities 
Actually 

Exploitable

Web / API 100

Library 100

Infra 100

Container 100

Cloud 100

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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What’s most important – the log4j case

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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Development team Triaging 

Threat intelligence & Context

1000

Infra

Containers

Libraries/
SBOM

Cloud

Code

OS

Web API
Code 100

100
10% of 

vulnerabilities 
Actually 

Exploitable

Web / API 100

Library 100

Infra 100

Container 100

Cloud 100

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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What’s the solution of this? Opening tickets to dev teams

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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What’s most important

Dialog

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/


Road to burnout
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More Code – More vulnerabilities few researchers - are we loosing?

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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Regardless Can we solve this problem just with people?

24

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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ROAD TO BURNOUT

I FEEL YOUR PAIN
BEEN THERE
DONE THAT
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Shift up shift down 
shift left shift right

27

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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Collaboration is the only way

28

COLLABORATE DEV, SECURITY OWENR

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/


3rd person at the 
table 

:Audit/Regulation
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WHY? Regulation are here and more are coming

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
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WHY? Regulation coming

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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WHY? Regulation are here…and more coming

• Requirement 6.1 of PCI DSS

• Article 32 of GDPR

HIPAA Security Rule

GLBA Safeguard Rule

Directive on measures for a high common level of cybersecurity across the 
Union (NIS2) Cyber Resilience Act (CRA)

• Cyber Resilience Act (CRA) -

NCSC guidance on regulation

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
https://www.pcisecuritystandards.org/documents/Prioritized-Approach-for-PCI_DSS-v3_2.pdf
https://gdpr-info.eu/art-32-gdpr/
https://www.hhs.gov/hipaa/for-professionals/security/index.html
https://www.ftc.gov/tips-advice/business-center/guidance/financial-institutions-customer-information-complying
https://eur-lex.europa.eu/eli/dir/2022/2555
https://eur-lex.europa.eu/eli/dir/2022/2555
https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act
https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act
https://www.ncsc.gov.uk/guidance/vulnerability-management


WHAT IS THE 
OBJECTIVE OF 

SECURITY? 
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Ultimate Objective
Operate at a business risk lever the 

organization is comfortable with

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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Vulnerability is not risk

35

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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Risk provide better context than just cvss

36

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/


Vulnerability 
Mangment
Framework 
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LEVEL MEASUREMENTACTIONPRIORITIZATIONAGGREGATION/ ASSET 
MANAGMENTDETECTION

M0
No Scan 
No Detection 
No Pentest

No Aggregation No Prioritization No action, ad-hoc reaction No measurement 
No tracking

M1
Policy for Detection and scan 
Regular Pentest 
No SCA/ Library detection

Aggregate Vulnerabilities Prioritization based on 
vulnerability severity

Regular review of 
vulnerability actions

Number of vulnerabilities

M2
Policy Regular Pen-test 
Ad-how Static analysis SAST 
Peer review

Aggregate vulnerabilities 
Aggregation of Assets

Prioritization based on SLA 
(severity)

Regular Review of 
vulnerability actions Regular 
Burn down of Vulnerabilities 
by SLA

Number of vulnerabilities
SLA per criticality

M3

Policy Regular Pentest 
Automated Static analysis 
Automated SCA Peer review 
Vulnerability (O/S) Cloud 
assessment

Aggregate vulnerabilities 
Aggregation of Assets Asset 
contextualization (business)

Prioritization based on Risk 
SLA Prioritization based on 
Cyber threat intelligence and 
risk

Regular review of Backlog 
Regular Burn down of top 
vulnerabilities in the backlog

SLA per criticality 
SLA Risk based

M4

Policy Regular Pentest 
Automated Static analysis 
Automated SCA DAST WEB/ 
API Peer review Vulnerability 
(O/S) Container Scan Cloud 
assessment

Aggregate vulnerabilities 
Aggregation of Assets Asset 
contextualization (business) 
Contextual Location of 
assets Track the users / 
team operating on assets

Prioritization with Risk SLA 
Prioritization based on Cyber 
threat intel Prioritization 
based on business 
contextual information

Regular review of Backlog 
Regular Burn down of top 
vulnerabilities in the backlog 
Reporting to Business line 
based on Risk level, MTTR 
Feedback loop to dev on 
what to fix first.

Mean time to resolution
Security balance
SLA Risk based 
False Positive/Exception rate

M5

Policy Automated Pentest 
Static analysis SCA DAST 
WEB/ API Container Scan 
Peer review Vulnerability 
(O/S) Cloud assessment

Aggregate vulnerabilities 
Aggregation of Assets Self 
declared Asset 
contextualization (business) 
Self declared Contextual 
Location of assets/ Tag 
based Track the users / team 
operating on assets Track 
new assets automatically

Prioritization with RISK SLA, 
Prioritization based on TEAM 
OKR Prioritization based on 
Cyber threat intel, 
Prioritization based on 
business contextual 
information,

Regular review of Backlog Regular 
Burn down of top vulnerabilities in 
the backlog Reporting to Business 
line based on Risk level, MTTR, 
Burn-down rate Insights and 
strategic action based on the 
vulnerability observed Feedback 
loop to dev on what to fix first.

Mean time to resolution
Users Stories vs Security
Security backlog burndown
SLA Risk based 
False Positive/Exception rate
Technology Insights
Security OKR



WHY ARE WE HERE? 
Modern Software 

Pipeline
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Vulnerability Maturity Frameworks – Stages and focus  

40

Security Design Secure Build/Test

Phase 2
Governance & Oversight

Cultural Change

Secure Operate

Risk Management Framework

Education

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/


PROCESS OF 
TRIAGE



© Phoenix Security 2023Copyright © 2023 Phoenix Security @FrankSEC42https://uk.linkedin.com/in/fracipohttps://www.phoenix.security

Can we solve this problem just with Bodies?

44

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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Vulnerability management Lifecycle -> Linear? 

46
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Code YOU 
Own

Approved 
3rd party Black 

Box

Open Source 
Approved

Approved 
Libraries/Repo

Pipeline of ‘new’

Open Source 
Approved

New Code 
being 

Considered

New Repo/
Libraries

Eval of 3rd 
Party

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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Aggregate

Prioritize

Deduplicate

Contextualize

Triage

Assess/Mitigate/ risk acceptance

high quality tickets

SAST SCA DAST WEB DAST PENTEST RED TEAM APPSEC

SAST SCA DAST CLOUD PENTEST WEB DAST

INFRA SCAN IAC CONTAINER IMG CLOUD MISCONFIG INFRA/ENVIRONMENT

FAST
AUTOMATED
PREDICTABLE

SECURITY WORK

SECURITY
CHAOS

MANUAL/
SLOW

47

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/


TO REPORT OR 
NOT TO REPORT
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Reporting

49

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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Reporting

50

Organizational

Business/ Team

Technology/Security/Engineering

Link

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/


Vulnerability 
management 

Framework
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LEVEL MEASUREMENTACTIONPRIORITIZATIONAGGREGATION/ ASSET 
MANAGMENTDETECTION

M0
No Scan 
No Detection 
No Pentest

No Aggregation No Prioritization No action, ad-hoc reaction No measurement 
No tracking

M1
Policy for Detection and scan 
Regular Pentest 
No SCA/ Library detection

Aggregate Vulnerabilities Prioritization based on 
vulnerability severity

Regular review of 
vulnerability actions

Number of vulnerabilities

M2
Policy Regular Pen-test 
Ad-how Static analysis SAST 
Peer review

Aggregate vulnerabilities 
Aggregation of Assets

Prioritization based on SLA 
(severity)

Regular Review of 
vulnerability actions Regular 
Burn down of Vulnerabilities 
by SLA

Number of vulnerabilities
SLA per criticality

M3

Policy Regular Pentest 
Automated Static analysis 
Automated SCA Peer review 
Vulnerability (O/S) Cloud 
assessment

Aggregate vulnerabilities 
Aggregation of Assets Asset 
contextualization (business)

Prioritization based on Risk 
SLA Prioritization based on 
Cyber threat intelligence and 
risk

Regular review of Backlog 
Regular Burn down of top 
vulnerabilities in the backlog

SLA per criticality 
SLA Risk based

M4

Policy Regular Pentest 
Automated Static analysis 
Automated SCA DAST WEB/ 
API Peer review Vulnerability 
(O/S) Container Scan Cloud 
assessment

Aggregate vulnerabilities 
Aggregation of Assets Asset 
contextualization (business) 
Contextual Location of 
assets Track the users / 
team operating on assets

Prioritization with Risk SLA 
Prioritization based on Cyber 
threat intel Prioritization 
based on business 
contextual information

Regular review of Backlog 
Regular Burn down of top 
vulnerabilities in the backlog 
Reporting to Business line 
based on Risk level, MTTR 
Feedback loop to dev on 
what to fix first.

Mean time to resolution
Security balance
SLA Risk based 
False Positive/Exception rate

M5

Policy Automated Pentest 
Static analysis SCA DAST 
WEB/ API Container Scan 
Peer review Vulnerability 
(O/S) Cloud assessment

Aggregate vulnerabilities 
Aggregation of Assets Self 
declared Asset 
contextualization (business) 
Self declared Contextual 
Location of assets/ Tag 
based Track the users / team 
operating on assets Track 
new assets automatically

Prioritization with RISK SLA, 
Prioritization based on TEAM 
OKR Prioritization based on 
Cyber threat intel, 
Prioritization based on 
business contextual 
information,

Regular review of Backlog Regular 
Burn down of top vulnerabilities in 
the backlog Reporting to Business 
line based on Risk level, MTTR, 
Burn-down rate Insights and 
strategic action based on the 
vulnerability observed Feedback 
loop to dev on what to fix first.

Mean time to resolution
Users Stories vs Security
Security backlog burndown
SLA Risk based 
False Positive/Exception rate
Technology Insights
Security OKR
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PRE ASSESSMENT

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
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POST 
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https://uk.linkedin.com/in/fracipo
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Detection of issues

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
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© Phoenix Security 2023 @FrankSEC42https://uk.linkedin.com/in/fracipohttps://www.phoenix.security

Aggregation & Deduplication

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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Prioritization

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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Action / Routing

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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Measuring Progress

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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Reporting

65

Organizational

Business/ Team

Technology/Security/Engineering

Link

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/


Conclusion & Recap



© Phoenix Security 2023 @FrankSEC42https://uk.linkedin.com/in/fracipohttps://www.phoenix.security

CENTRALIZE RESULTS/ 
MEASURE LEFT AND RIGHT

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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Light at the end of the tunnel

68

https://twitter.com/franksec42
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Vulnerability management framework material 

70

https://phoenix.security/vulnerability-management-framework/

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
https://phoenix.security/vulnerability-management-framework/
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Phoenix Security – Narrative on security
Threat intelligence & Context

1000

Infra

Containers

Libraries/
SBOM

Cloud

Code

OS

Web API

Code 100

10
10% of 

vulnerabilities 
High Quality 

Tickets

Web / API 100

Library 100

Infra 100

Container 100

Cloud 100
Security can scale

Developers 
knows what to 

work on

100

AGGREGATE & 
CONTEXTUALISE 
VULNERABILITIES

REMOVE MANUAL 
ACTIONS, TRIAGE 
AUTOMATICALLY

REMOVE INEFFICIENCIES 
PRIORITIZE ACTIONS
NO BURNOUT

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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OWASP License -

72

We love OWASP Community Edition Available 

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/
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New Book on metrics that matters

73

https://twitter.com/franksec42
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Q&A

74

https://twitter.com/franksec42
https://uk.linkedin.com/in/fracipo
https://www.appsecphoenix.com/


Thank you
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Removing Manual work to automate, scale 
more effectively security teams 

Phoenix Security


